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Chapter 4: Portalogic Web App 

About Portalogic 

The Portalogic web app allows users to access information that Portalogic stations acquire.  Portalogic may be 

accessed on any number of PCs on the same network as the Portalogic Service detailed previously and offers 

different access privileges for its software users. Portalogic can be viewed using Chrome (preferred) or Firefox 

browsers, the application will not work when using Microsoft Internet Explorer or the updated internet browser, 

Microsoft Edge. 

Starting Portalogic 

To Start Portalogic on the machine hosting the IIS server, open your Google Chrome browser and type in the 

network address: “http://127.0.0.1:84/index.html” (port 84 may be different if you used a different port in 

Figure 17). On a remote networked PC, type: “http://(the IP address of the IIS machine):84”. i.e. 

“http://192.168.2.45:84/index.html”. EleMech recommends creating a browser shortcut on your desktop so 

that Portalogic can be accessed faster without typing in a network address each time. If you do not know the 

network address, please contact EleMech technical support. 

Logging In 
To improve security, Portalogic requires a valid login in order to access the program. When the application 
Starts, the login page appears. Enter a username and password and click “Login”.  Default 
username/password: admin/admin. 

 

Figure 23: Portalogic Login 
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Database Design 

 

Figure 24 - Portalogic Database Design 

The database is composed of five primary parts (see Figure 33).  A customer owns an account with as many 

access numbers as required.  Accounts and access numbers may create orders. Orders and 

payments/expenses apply to the customer’s account. To login at a station, a customer must enter an access 

number and PIN. Access numbers may be assigned to fobs, swipe cards, proximity cards, or NFC cards, 

allowing customers to login using these methods (all methods require PIN entry). They can also be assigned to 

a truck for further identification. 

Navigating Portalogic 

Portalogic features four areas for navigation: the primary navbar, the secondary navbar, the sidebar menu, and 

the quick access menu. See figure 40 for reference. 
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Figure 25: Navigation Areas 

Primary Navbar 
The primary navbar stretches the full width of the screen across the top in blue. It is always accessible and 

contains the following: 

• Menu:   clicking this button toggles the sidebar menu open or closed 

• Home:   an always accessible link to the home screen 

• User:  your username is displayed here 

• Facility:  the name of your facility appears in the center of the navbar 

• Help:   EleMech’s contact information and Portalogic activation input field 

• About:  a window containing Portalogic’s version number and copyright information 

• Logout:  click here when you wish to logout  

Secondary Navbar 
The secondary navbar is found across the top of the main viewing pane in white. It contains buttons specific to 

each screen (Orders, Customers, Access Numbers, etc...), and changes with each screen. Buttons appearing on 

the secondary navbar are described in the “Using the Grid” section and the individual screen sections. The title 

of the screen always appears in the center of the secondary navbar. 
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Sidebar Menu 
The sidebar menu contains links to each screen, it is located on the far left and is always accessible. Clicking a 

link to a screen will cause that screen to slide into view in the main viewing pane. Clicking the Portalogic logo at 

the bottom of the menu will open portalogic.info in another tab in your browser. The sidebar may be collapsed 

by clicking the “Menu” button on the primary navbar described above, which expands the main viewing pane. 

When collapsed, only icons for each screen are visible. 

 

Some links lead to sub navigation views (Facility and Reports, for example), which will slide into view within the 

sidebar. A back button will appear at the top of the sidebar which allows you to navigate back to its default view. 

Pressing the “home” button on the primary navbar will also return the sidebar to its default view. 

Using the Grid 

Portalogic displays the data it collects in a series of grids, viewable via the links in the sidebar menu. Clicking on 

a cell in a grid will select its row and highlight both the cell and its row. Each row represents an individual item 

on each grid (a row is an order on the Orders grid, a customer on the Customers grid, a truck on the Trucks grid, 

etc...), with columns providing data relevant to that item. 

 

Figure 26: A grid in Portalogic 
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Each grid also populates the secondary navbar with a set of controls specific to that grid. If a grid has a control 

that it alone uses, it is described in its individual screen section. Here are the most common controls: 

• Back:  takes the main viewing pane to the previous screen 

• Refresh: a button to manually refresh the data on the grid 

• Add:  leads to a screen where a new item can be created 

• Edit:  leads to a screen where changes can be made to the selected item 

• Delete:  removes the selected item from the grid. A confirmation prompt will appear  

before the item is deleted 

Each grid is also accompanied by an “Export to Excel” button and an “Export to PDF” button. Press these buttons 

when you wish to save and/or view the data in these respective formats. Under each grid is a set of navigational 

controls that can be used to view multiple pages, or condense the data onto a single scrollable page. 

Column Sorting 
Items may be sorted by column by clicking on a column heading. When sorted this way, an arrow will appear 

indicating which direction its contents are being sorted (click again to sort the other direction, and once again 

to turn the sorting off). If sorting for a column is on, you may select up to four additional columns by which to 

sort by, in hierarchical order. With sorting for a column on, select additional columns. You will see a number 

appear next to the arrow indicating sort direction, the number being the column’s current hierarchy with 1 being 

the priority and 5 being the last. Sorting more than five columns will result in an error. 

 
Figure 27: Column Sorting Hierarchy 

Filtering 
Items may be filtered by clicking on a column’s filter icon. Set the operator and value to exactly your desired 

terms and click “Filter” to see your results. An additional operator and value may also be set to further narrow 

or expand your results. To clear the filter, click on the filter icon again and press the “Clear” button. 
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Figure 28: Filter Screen 

Note: When filtering by a specific date, setting the operator to “is equal to” will result in a search for items 

occurring at exactly midnight of the date you select. Instead, set the Operator to “Is after or equal to: (desired 

date)”, click the “And” option, and set the additional operator to “Is before: (day after desired date)”.  For 

example, to see all orders for the month of July, select: Is after or equal to: 7/1/2021 AND Is before: 8/1/2021.   

Grid Hotkeys 
After making a selection within a grid, you may use the following hotkeys: 
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Sidebar Menu Screens 

Clicking a link on the sidebar menu will navigate the main viewing pane to the selected screen. From here, you 

will have access to the screen’s grid/forms and controls. 

General Controls 
Many grids utilize a few common controls. These are outlined below. 

• Add Item: To add a new item, click the “Add” button in the top right corner. In the “Add 

(item name)” screen, fill out all required fields and any other fields as necessary. Then 

click “Create” in the top right corner, and a popup will alert you that an item was 

successfully created. The “Cancel” button will clear all fields in the form if needed. The 

main viewing pane will remain on this screen (allowing you to add new items in 

succession) until you navigate away or press the “Back” button. 

 

Figure 29: Example Add Item Screen - Add Customer is shown here 

• Edit Item: To edit an item, select it on the grid, and click the “Edit” button in the top right 

corner. Note that some fields are not editable once an item is created. Make changes as 

needed and click “Save” in the top right corner. A popup will alert you that the item was 
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	Chapter 2: Portalogic SQL Setup
	Installing SQL Server
	1. Download SQL Server Express from Microsoft’s website: https://www.microsoft.com/en-us/sql-server/sql-server-downloads ( run executable
	2. Installation type: Custom ( Choose a media location and click “Install” (you can delete this folder once done)
	3. After reading the Software License Terms, check “I accept the license terms”, click “Next”.
	4. Leave the Instance Features selections as default and click, “Next”.
	5. Select the Named Instance option. Specify a named instance for SQL Server. Be sure to write down the named instance chosen, as you will need it later. The default is SQLExpress. After specifying a named instance, click “Next’:
	6. Leave the Server Configuration selections as default unless told otherwise by a local database administrator and click “Next”.
	7. In the Database Engine Configuration page, select the option “Mixed Mode”. Create and document a password for the SQL Server System user “sa”. This password must be at least 8 characters long and contain 3 of the 4 criteria:
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	b) Contain lowercase letter(s)
	c) Contain non‐alphanumeric characters, such as “#” or “%’
	d) Contain number(s)

	8. Once the password has been entered into the Enter Password and Confirm Password lines, click Next
	9. Click “Next”. SQL Server will then begin to install.
	10. When SQL Server installation is complete, click “Close” to exit the window.

	Installing SQL Server Management Studio
	1. Download the installation file from Microsoft’s website: https://docs.microsoft.com/en-us/sql/ssms/download-sql-server-management-studio-ssms
	2. If prompted with a security pop-up, allow the program to make changes to your computer.
	3. Click on “New installation or add features to an existing installation”.
	4. Select “Add features to an existing instance of SQL Server” and select the name of the previously created server.  Click “Next”.
	5. Select “Management Tools - Basic” only and select “Next”.
	6. SQL Server Management Studio installation is now complete.  Click “Close” to exit the window.


	Chapter 3: Portalogic Installation
	Database Setup
	1. Click  Start
	2. Search for SQL Server Management Studio or “SSMS”.
	3. Login with the Server Type: “Database Engine”
	4. Server Name: “(Local)\SQLEXPRESS”
	5. Click “Connect”.
	a) NOTE: If an existing SQL instance is being used or a remote one, “SQLEXPRESS” may not apply.

	6. Right click on the “Databases” Folder and select “New Database”.
	7. Name the new database “Portalogic5” and click “OK”.
	a) NOTE: Make sure it is called “Portalogic5” not “Portalogic6”.

	8. Click the “New Query” Button. Press the “Open File” button  and open the file “Portalogic.sql” in the installation files, then press “Execute” to run the script.

	Setting the Cloud Job Number
	1. Click  Start
	2. Search for “SQL Server Management Studio”
	3. Drill Down to “dbo.LocalPLC” by completing the following steps:
	a) Expand “(Local)\SQLEXPRESS”
	b) Expand “Databases”
	c) Expand “Portalogic 5”
	d) Expand “Tables”
	e) Navigate to and right click “dbo.LocalPLC”
	f) Select “Edit Top 200 Rows” from the drop-down menu
	g) Locate the tab “TelerikCloudJobNumber” or “JobNumber”
	i. NOTE: The text in this tab may be cut off, so it may appear as “TelerikCloudJo…”

	h) In the box directly beneath that tab, type in the Job Number Provided to you.
	ii. NOTE: You can find this number in bottom right corner of the electrical drawings shipped with your panel. It should be in a three letter/four number format, i.e ABC1234



	Create Database Login
	1. (local)SQLEXPRESS
	a) Security
	b) right click “Logins” folder
	c) New Login
	d) Login name: “portuser”
	i. SQL Server authentication ( Password and Confirm password: “1234”
	ii. Uncheck “Enforce password policy” ( Click “OK”


	2. Databases ( Portalogic5 ( Security ( right click on “Users” folder ( New User…
	a) User name: portuser
	b) Login Name: portuser
	c) Default Schema: Leave blank
	d) Select a page ( Owned Schemas ( check “db_owner”
	e) Select a page ( Membership ( check “db_owner”


	Portalogic Data Service
	1. Download and install Node.js LTS version (use all default options): https://nodejs.org/en/download/
	2. Download and install Git for Windows (use all default options): https://git-scm.com/download/win
	3. Search Windows for "SQL Server Configuration Manager"
	a) Expand “SQL Server Network Configuration” and expand “Protocols for SQLEXPRESS”
	b) If you cannot find it: Windows Key + R ( compmgmt.msc ( Services and Applications ( SQL Server Configuration Manager ( SQL Server Network Configuration
	c) Double click on “TCP/IP” and set “Enabled” to “Yes”
	d) Click the “IP Addresses” tab and underneath the “IPAll” tab set “TCP Port” to “1433”
	e) Click “OK” on the Warning that the service will have to be restarted
	f) Click on “SQL Server Services”
	g) Right click on “SQL Server (SQLEXPRESS)” and choose “Restart”

	4. Create a folder named “EleMech” within this directory: “C:\Program Files (x86)”.
	5. Copy and paste the files within “Copy Files to EleMech Folder” to inside the folder you just created: “C:\Program Files (x86)\EleMech” .
	6. Within the ”PortalogicDataService“ folder, right click on “install-admin.bat”.
	a) The computer will need internet access during this process.  If that is not possible, EleMech will need to be contacted for a more advanced installation.

	7. Select “Run as Administrator” from the drop-down menu.
	a) NOTE: Check for any errors that may arise. If a non-default installation directory is required, edit this file and change the INSTALL_DIR at the top.

	8. If default directories or database login information need to change, please change the settings in these files:
	a) POData\Web.config
	b) PortalogicDataService\config.json
	i. After changes, restart the service.  Follow the steps outlined on page 25.

	c) Portalogic6\Reports
	i. Change “ConnectionString” at top of all files



	Internet Information Services (IIS) Setup
	1. Install IIS and ASP.NET 4.8
	a) Click   Start ( Turn Windows Features on or off
	b) Check “.NET Framework 4.8 Advanced Services”, “Internet Information Services”, and “ASP.NET 4.8” within Internet Information Services ( World Wide Web Services ( Application Development Features.  Leave all boxes checked that were done so automatic...
	c) OK ( Wait for installation to complete

	2. Click  Start
	3. Search for IIS (Internet Information Services)
	4. On the left-hand pane, drill down to Sites
	5. Right click on “Default Web Site”
	6. Select “Add Application”
	7. Type in “PortOData4” in the Alias textbox. Press the “…” button next to the “Physical Path” textbox. Navigate to the “OData “folder, select it, and click “Ok”. The “OData” folder is located under “C:\Program Files (x86)\Elemech\POData”. Click the “...
	8. Select “PortOData4” in the “Connections” pane ( select “Browse *.80 (http)” under the right-hand side “Actions” pane.
	9. It should show without errors after a few seconds.
	10. If the page shows errors, ensure that your .NET version is 4.8 or higher.  Download it from Microsoft and install it if needed.
	11. (Optional) Test table loading data by copying and pasting this URL into a browser: http://localhost/PortOData4/Users?apikey=SG.fKTNqAgER4CI31NnK92XzA.gr2G8G7lpfw1M394XnIBZ0h
	12. Right click on “Sites” ( select “Add Website…”
	a) Site name: “portalogic6”
	b) Physical path: “C:\Program Files (x86)\EleMech\Portalogic6”
	c) Binding: Port 84 (if port 84 is unavailable, use another number)
	d) Ensure that the Application Pool is using ASP.NET 4.0 or higher.
	e) Select “Application Pools” in the top of the left pane
	i. NOTE: “portalogic6” should show “.NET CLR Version” as v4.0 or higher, if it is not, change it

	f) Select “portalogic6”:
	i. Basic Settings
	ii. Select the “.NET CLR version” dropdown and select v4.0 or higher
	iii. Click “OK”

	g) Ensure that ASP .NET is working properly
	i. In a Browser, navigate to http://127.0.0.1:84 (use the correct port number if it was changed in step 12. The results should look like Figure 19.


	13. The Firewall needs to be set to allow the Portalogic website to be accessed on other computers.
	a) Click
	b) Search Windows Firewall
	c)  Advanced Settings (left panel)
	d) Inbound Rules
	e) New Rule (top right-hand panel)
	i. Port TCP, Specific local ports: 84 (or the website port used previously)
	ii. Allow the connection
	iii. Domain, Private, Public (checked)
	iv. Name: Portalogic 6 Website Port (or another of your choosing)


	14. Allow log file viewing over browser (optional)
	a) In IIS, uncollapse “Default Web Site”
	i. Left click “logs” (created in Portalogic Data Service)
	ii. Directory Browsing
	iii. Open Feature
	iv. Enable

	b) Back to “logs” Home
	i. MIME Types
	ii. Open Feature
	iii. Add…
	 File name extension: .log
	 MIME type: text/plain


	c) You can now browse this directory for Portalogic log files: http://localhost/logs


	Exchange Mail Server Configuration
	1. Run “TestMail.exe” located at “C:\Program Files (x86)\Elemech\Utilities”.
	2. Fill out the Mail Test form and click “Test Send”. If the recipient you entered receives an email, the parameters entered are correct. You may leave “User Name (to logon to exchange)” blank if no authentication is required.
	3. Configure Portalogic to use the parameters you have just tested:
	a) Navigate to “C:\Program Files (x86)\EleMech\PortalogicDataService”
	b) Open the file “config.json” and enter the parameters from your successful Mail Test as the values in “email.smtpConfig.prod”.  Ensure that “useSMTP” is true.

	4. Restart the Portalogic Data Service
	a) Search Windows for “Node.js Command Prompt” and run it as administrator.
	b) Run this command: “pm2 ls”.
	c) Find the id of “portalogic-data-service” and replace the “#” in the following command with the id number: “pm2 restart#”.

	5. Send a test email from Portalogic.
	a) Open Portalogic 6 (or refresh the page if it is already open) and log in.
	b) In the sidebar, click Facility ( Email Setup.
	c) Set Email Used to “Yes” and click “Save”.
	d) Enter a Test Email Address and click “Test” ( Verify receipt of email.
	e) If your test email was received, your configuration is working. You may now enter email addresses into the Alarm Recipients field. Separate emails with a comma, and click “Save” to complete the process.
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	Generating Reports
	Activity Reports
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	Revenue by Customer – Summary
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	Chapter 6: Troubleshooting
	Portalogic
	Data is not syncing with the station
	Browsing OData shows 404 Error

	ePort
	Not Responding
	Troubleshooting
	1. Currently Unable to Accept
	a) Press the “SERVICE” button on the G10-S Telemeter to display error codes on the Card Reader display.
	b) Code 1lD1 means vending machine has disabled the Card Reader.
	c) “Currently Unable to Accept” displayed on Card Reader: Same as 1lD1.
	d) Code 1lE0 means the G10-S is having wireless communications trouble.
	e) Code 1ll1 means the G10-S is not communicating with the Vending Machine Controller (VMC)

	2. Card Reader displays “Establishing Cell Connection” and reStarting
	a) Ensure antenna and antenna wire are in good condition, not broken, pinched or missing.
	b) Ensure that the antenna wire is not wrapped up in a coil as this will degrade signal.
	c) Try repositioning the antenna for better signal reception.

	3. System has trouble communicating or authorizing cards reliably
	a) Check RSSI signal strength for a minimum reading of 12,00.
	b) If RSSI reading is below minimum recommended, see section above for antenna issues.

	4. Card Reader has no display
	a) Check for disconnected, pinched, or broken cables.
	b) If the G10-S Telemeter has a blinking green LED, replace the Card Reader.
	c) If the G10-S Telemeter has no LED light activity, check for disconnected or broken MDB harness.  Another possibility is a failed G10-S Telemeter.

	5. Card swipe or tap unable to be authorized
	a) Is the Card being used invalid, damaged, or expired?
	b) Check for weak RSSI signal.

	6. Card swipe or tap not detected by reader
	a) Ensure the Card Reader cable to the Telemeter is in good condition and connected.
	b) Is the card being used invalid, damaged, or expired?
	c) If the steps listed above are OK, replace the Card Reader.

	7. Card Reader perpetually displays “Welcome” with steady green LED
	a) Ensure the Card Reader cable to the Telemeter is connected at both ends.
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	Chapter 7: Auto Backup
	Prepare PowerShell
	1. Enter “PowerShell” in the Windows search bar. In the results, right click “Windows PowerShell” and select “Run as administrator” from the context menu.
	2. Once Windows PowerShell opens, type “set-executionpolicy remotesigned” and press Enter.
	3. Select the “Yes” option by typing “Y” and pressing Enter.

	Create a Stored Procedure
	1. From the provided files, create a copy of the “BackupApp” directory located in the “PortALogic6\Setup Files\Database Autobackup files” folder and place it in your “C:\temp\Elemech” directory (create this directory if it does not exist).
	2. Start SQL Server Management Studio and select File ( Open. Navigate to and open “C:\temp\Elemech\BackupApp\Scripts\SQL_Scripts\CreateStoredProc.sql”
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	6. Test the new procedure by double-clicking the “Full_DB_Backup.sql” file located at “C:\temp\Elemech\BackupApp\Scripts\SQL_Scripts\Full_DB_Backup.sql”
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	7. Right-click on “Elemech PortALogic Backup” ( Properties (see Figure 3-24)
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