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HAILEY, 1D

PAL92 TS

BULK WATER FILL STATION
FS—63

REFERENCE 2023-003
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Control Panel Enclosure

Rating:
Material:

Disconnect Type:
Dead Front X 3-PT Latch

[] [

Installation Conditions:

X Heater

[l

[ ] Indoor - Unconditioned
[ ] Outdoor - Direct Sunlight

NEMA TYPE 4

Painted Steel (Grey)

N/A

[]
[

[ ] Indoor - Conditioned
Outdoor - Shaded

Listing Serial Number:

Options:
UPS Receptacle

] L]

Nameplates and Legendplates:

Material Type:
Attachment Type:
Colors:

Wire/ Cable Type:

Wiring to be 14 AWG unless otherwise
specified. 16 AWG minimum. Wire shall be

Panel Light
[]

Background:

Wire Color:

Black - Power
Black - 120VAC Hot

UL1015/CSA.

MTW type, tinned copper, 600VAC, 105°C,

White - 120VAC Neutral
Red - 120VAC Control
Yellow - Foreign Voltage
Green - Ground

Blue - DC Positive
White/Blue - DC Negative

Note: Colors based on UL508A

Environment Max Temperature Rating (°F): 110

Internal Device Max Temperature Rating (°F): 131

Climate Control Type: None Required

Panel Construction

Certification: ULS08A
TBD

L1 O

Thermal Printed

Adhesive

White Text: Black

Wire Labels:

Adhesive, Self-laminating
[ ] Heat Shrink

Local Enclosure

Tag: N/A Rating: N/A Material: N/A
Power and Motor
Power Feed:
Circuit 1 120 VAC 16.6 FLA SCCR 5 KAIC @ 120 VAC
Motor Data:

Motor 1 N/A VAC N/A FLA N/A HP  Controller: N/A
Networking
Communication Type: Ethernet/ [P
Subnet: 255.255.255.0 Gateway: 192.168.2.1
IP Address:
EBOX1 LANI1: 192.168.2.2
EBOX1 LAN2:10.0.0.2

PR1: 10.0.0.3
Programming:
EBOX1 Hamsing Software: Portalogic Version: 6.4.0.0
Notes:

1. PLC shall be programmed with ladder type only.

Instrumentation
Tag: N/A Cable Length: N/A
Rating: [ ]Non-Hazardous [ ]Intrinsically Safe Class 1 Division 1,2

[ ]Class 1, Division 2 [ ]Class 1 Division 1,2
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NOTES:
1 A DEVICES LOCATED OUTSIDE CONTROL PANEL.
318 L 2. © TERMINAL BLOCK (TB) OR DISTRIBUTION BLOCK (DB) 339 L |
LOCATED IN CONTROL PANEL.
3. —— FIELD WIRING.
4. ELEMECH RESERVES THE RIGHT TO CHANGE, AS
319 | NECESSARY, THE SPACING, ORIENTATION, AND PHYSICAL 340 L |
LOCATION OF DEVICES IN ORDER TO OPTIMIZE THE
DESIGN.
5. ALL CONTROL WIRING SHALL BE 16 AWG
390 - 6. — - - —INTERNAL CONDUIT WIRING 341 | |
7. 1 DEVICES LOCATED IN PIPING ENCLOSURE
3 7 712+ 0- 8
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LEGENDPLATES

TAG DESCRIPTOR LINE 1 DESCRIPTOR LINE 2 DESCRIPTOR LINE 3
PB1 WATER STOP
NAMEPLATES
TAG DESCRIPTOR LINE 1 DESCRIPTOR LINE 2 DESCRIPTOR LINE 3
NP1 120VAC—1PH-60HZ
NP2 BULK WATER FILL STATION
LABEL DESCRIPTION
LBL1 ELEMECH
ELECTRICAL CONTROL SYSTEMS
LBL2 WARNING DAMAGE RESULTING FROM INSTALLATION OF TOP ENTRY CONDUIT WILL VOID WARRANTY.

— AVOID CUTTING HOLES DIRECTLY ABOVE ANY ELECTRICAL COMPONENTS

— PROTECT INTERNAL COMPONENTS FROM METAL SHAVINGS, CUTTING OILS, DEBRIS, AND
MOISTURE
— USE PROPER FITTINGS, MYERS TYPE 4 OR EQUAL
— CONDUITS AND FITTING MUST BE WATERTIGHT TO PREVENT WATER ENTRY

— ALL PENETRATIONS MUST BE SEALED OFF TO PREVENT INTRUSION OF MOISTURE, CORROSIVE
GASES, AND VAPORS FROM ENTERING THE ENCLOSURE

LBL3

CONNECT BATTERY TERMINALS AT TIME OF PANEL INSTALLATION

LBL4 WARNING
UPS VOLTAGE PRESENT WHEN POWER IS OFF. CONTACT MAY CAUSE ELECTRICAL SHOCK OR
BURN. TURN OFF AND LOCK—OUT UPS OUTPUT POWER BEFORE SERVICING.

NAMEPLATES AND LEGENDPLATES CONSTRUCTION

PANEL LEGENDPLATES NAMEPLATES DEVICE TAGS
TEXT COLOR BLACK BLACK BLACK
BACKGROUND COLOR WHITE/ YELLOW (E—STOPS) | WHITE WHITE

PANEL DATA LABEL

ELEMECHINC.COM

MBI ELEMECH

ELECTRICAL AND MECHANICAL ENGINEERING SERVICES
630—499-708(0

NO ALLOWANCE OR PAYMENT WILL BE MADE FOR
WARRANTY REPAIR UNLESS PRIOR AUTHORIZATION

WARRANTY NOTICE

HAS BEEN REQUESTED AND OBTAINED FROM
THE ELEMECH SERVICE DEPT.

DATE: 1BD

SERIAL: PAL9213
REF: # 2023-003 FLA: 16.6 A

POWER: 1/60/120

LGST MOT:N/A

N/A KA RMS SYMMETRICAL @

SHORT CIRCUIT CURRENT RATING
N/A_ vOLTS MAX

ENCLOSURE RATING: NEMA TYPE 4

NAME: HAILEY, ID

TORQUE SCREWS TO 12 IN-LBS
ALL FIELD WIRING SHALL BE 60°C COPPER CONDUCTOR ONLY

NOTE:

THE CONTROL PANEL WILL ALSO BE LISTED AND LABELED
WITH A SERIALIZED LABEL AS OUTLINED IN THE CONTROL
PANEL SPECIFICATION NOTES.

MATERIAL THERMAL TRANSFER THERMAL TRANSFER THERMAL TRANSFER
ATTACHMENT ADHESIVE ADHESIVE ADHESIVE
TEXT SIZE 5/32" HIGH 3/16" HIGH 1/8" HIGH
DIMENSIONS 2.25"X2.25" 2.72"X1" 1"X3" PILOT DEVICE LEGENDPLATES
MAX. CHARACTERS PER LINE 15 17 7
NOTE:
TEXT WILL REMAIN VERTICALLY CENTERED IF LESS
THAN 3 LINES ARE USED.
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CUSTOMER WATER
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© © DRILL METHOD: HAMMER DRILL
N I QUANTITY: 4
6" MINIMUM
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KEYPAD ENTRY LOCATION
TOP VIEW - CONCRETE PAD SEE DETAIL A
ACCESS DOOR
SIDE
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2023-003 Rev.0

PortAlLogic

Page 1 of 3

Bill of Material Bulk Water Station Piping Enclosure - FS63 2/16/2023
EleMech S.0. PAL9213
Item |Component |Description Manufacturer Part Number QrTy Device
Bulk Water Station Piping Enclosure - FS63 (Quantity: 1)
1/15-213-001 Unistrut, 10' Stick, Galvin. Steel, 1 5/8" Sq, Slotted B-Line: B22SGALV10 5
2|118-257-011 |Flange Pack, Bolt, 5/8"x 3", SS, Hex Head 6248CH316-F593 12|BOLT
3/118-257-012 |Flange Pack, Nut, 5/8-11, SS, Hex 62NF316-F594 12|BOLT
4/03-058-204 Circuit Breaker, 1 Pole, 240VAC, 15A, HOM Load Center Type Square D: HOM115CP 4/CB1-4
5/53-000-005 Conduit, Flexable PVC, Liquidtight, 1/2" Non-Metallic, EleMech: 1/2"Flexible Conduit -see P/M 1/CONDUIT
6/53-000-009 |Conduit, Flexable PVC, Liquidtight, 1/2" Fitting EleMech: LN43DA-CTN 1/CONDUIT
7/53-037-001 1/2" Flex. Fitting, Compression/Male, Non-Metallic, Swivel Hubbell: PSO509NGY 5/CONDUIT
8|53-054-007 |Conduit, Nipple, 3/4x3 1/2", 304SS, (Non-Standard) RJ Keck: SS4N34312 1/CONDUIT
9|53-267-001 1/2" cord grip, 0.23-0.47" Cable, IP68, Nylon, w/Lock Nut Remke: RD13NA-BKNR 4|CONDUIT
10/11-000-524 Enclosure Mounting Plate, 20"x20", use w/Water Station EleMech: 11-000-524 1/EN2
11/11-000-A037 |Wind Kit, Alum/Hinge, Wing Knob w/ Frame, 16"H x 16"W EleMech: 11-000-A037 1/EN2
12|11-406-028 Enclosure, Custom, 66"Wx72"Hx36"D, NEMA 3R, Painted Chicago Switchboard: 2102-119R1 1/EN2
13]118-257-015 |Flange Gasket, 3", Rubber, Full Faced RJ Keck: RRFFG3 3|FLANGE
14/53-000-074  |Flange, 3" FNPT, Class 150, 304SS, Raised Face EleMech:Flange-3"FNPT-150#-RF(ISALRFTFM) 2 |FLANGE
15/101-405-020 |Meter Valve, 3", ANSI 150, (1) 24VDC SOV, 1/10 Pulse, Blue Bermad: WW3"-910MV-01-G-C-A5-EB-4DC-NN-N 1/FM1/S0v1
16/15-011-000 |Ground Lug, 14AWG - 4AWG Blackburn: L70 3|/GND
17/15-058-001 Ground Bar, 9 Pole, 18-8AWG Square D: PK9GTA 1/GND
18/15-215-039 Ground Lug, 14AWG - 2AWG McMaster-Carr: 6920K22 1/GND
19/17-606-002  |Heater, 1500 Watts, 120VAC, Wall Mtd, T-Stat, UL Cadet: CSC151TW 1|HTR1, TS1
20/03-018-287 Circuit Breaker, Load Center, 125A, NEMA 3R, 8 Spaces Eaton: BR816L125RP 1/LC1
21/39-071-A001 |Light Switch Assembly, Weatherproof, 15A Leviton: RS115-WCP Assembly 1|/LS1
22|03-058-205 Circuit Breaker, 2 Pole, 240VAC, 30A, HOM Load Center Type Square D: HOM230CP 1/MCB1
23/15-213-012  |Pipe Clamp, Unistrut Attached, 3" Pipe, 304SS B-Line: B2015 SS4 1|PIPE
24|53-000-099 Pipe, 3" Dia, 16"Long, Sch.40, 304SS, (2) NPT, 1/2" Half Cou EleMech Pipe: 3"Dx16"L-S40-304-2NPT1CPL 1|PIPE1
25/53-000-140  |Pipe, Custom, 2x3" Flange RF, 90° Elbow, SCH40, 304SS EleMech: Pipe-3"x90°-304SS-2FLNG 1|PIPE2
26|54-000-006 Light Fixture, LED, 4ft. IP66, 120VAC, 36 W EleMech: LVP5M-4N3650 1/PL1
27|14-071-A006 |Receptacle Assembly, Weatherproof, 6mA GFCI Trip, 15 Amps Leviton: GFNT1-l Weatherproof Assembly 1|RECP1
28|53-000-121 Reduced Pressure Assembly, 375, 3" Stainless, NRS, Flanged Wilkins: 3-375AST 1/RPZ1
29|53-433-006 Pipe, Nipple, 1/2"NPT, Hex Close, Brass Watts: LF A833 2(S0OV2
30(53-433-010 Pipe, Union, 1/2"NPT, FxF, Brass RJ Keck: RBU12 1/SOV2
31|74-158-015 |Solenoid Valve, 24VDC, NO, 2 Way, Brass, 1/2" NPT Asco: 8210G34-24VDC 1/S0V2
32|118-257-031 |Bolt, 5/8"-11 x 1-3/4", SS, Hex Cap Screw 6228CH188 4/VLV1
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Bill of Material Bulk Water Station Piping Enclosure - FS63 2/16/2023

EleMech S.0. PAL9213 Hailey, ID

Item |Component |Description Manufacturer Part Number QrTy Device
33/118-550-001 |Butterfly Valve, 3", ANSI 150 Flange Fit, AWWA C504 116-653 1/vVLv1

Bulk Water Station Control Panel - FS20 (Quantity: 1)
34/00-000-000 |Wire, Hardware, Wire labels, etc. EleMech: Miscellaneous 1
35|/10-069-001 Wireway Duct Cover, 1"W, 6 Ft. Section, w/Panduit F Series Panduit: CIWH6 3
36/10-069-007 |Wireway Duct, 1"Wx3"H, 6 Foot Section Panduit: FIX3WH®6 3
37|42-063-007 |Terminal Block, Din Rail, 35MM Wide, 15 High, 2 Meters Long Iboco: Omega 3 AF 1
38/51-000-062 |Wire, MTW Type, 600V, 105°C, CSA/UL1015, Tinned Copper EleMech: 51-000-062 1
39|52-000-000 Label, Underwriters Laboratories 508A, w/Decal Set EleMech: 508A 1
40/03-058-119 [Circuit Breaker, 1 Pole, 240VAC, 2A, 14kA, UL489, Type C Square D: M9F42102 1/CB5
41|57-000-009 Cable, Comm., Ethernet, Standard, RJ45M - RJ45M, 3' Deep Surplus: CB242-3BL 1/CBL1
42|57-000-051 Cable, Barrel, 12VDC, 5.5mm x 2.5mm, Use w/EBOX EleMech: CBL-5.5x2.5mm 1/CBL2
43142-063-004 Terminal Block, Ground, 30A, 600V, 6MM Wide, w/WK4/U Wieland: 57.504.9055.0 4|DB,TB
44/07-063-000 Distribution Block, End Cover, 4 Pole, 300V,10A, w/WK4E\U\VB Wieland: 07.311.4053.1 2|DB1
45/07-063-001 Distribution Block, Jumper, 4 Pole, 300V,10A, w/WK4E\U\VB Wieland: Z7.210.3427 1/DB1
46|07-063-002 Distribution Block, Single Pole, 10A, 300V, WK4E\U\VB Wieland: 57.404.6955.1 9/DB1
47|ELE-33-PO09 |Program, EBOX, Custom EleMech: ELE-33-P009 1/EBOX
48(33-637-000 |Industrial PC, ML100G-40, 2-LAN, 3-USB, Ryzen, notes EleMech: ML100G-40-8GB-DIN-APO-64GBSSD 1|EBOX1
49|11-035-084 Enclosure, Nema 4, Painted Steel, 20"Hx24"Wx8"D, Concept Hoffman: C-SD20248 1/EN1
50|11-035-152  |Sub-Panel, Painted Steel, w/24"Hx20"W Concept Hoffman: C-P2420 1/EN1
51/15-011-000 |Ground Lug, 14AWG - 4AWG Blackburn: L70 1/GND
52]124-599-007 |HDMII Display Simlator Dongle Adafruit: 4247 1/HDMI
53117-628-000 Heater, 100-240VAC, 40 Watts, Convection Type Omega DBK: 50H 40W 1/HTR2
54|52-137-003 Label, Caution: Heater Element, 1.5"Wx0.75"H, White/Red Nameplate Tech: 52-137-003 1/HTR2
55|06-058-027 |Control Relay Retension Clip, w/Telemec. RPM 1-Pole Relay Square D: RPZR235 3/IR1-3
56|06-058-028 Control Relay, SPDT, 24VDC, 5Pin Spade, Operator, 15A Square D: RPM12BD 3|IR1-3
57|38-058-009 Socket, 5 Pin Spade, Din Mount, Screw Term., w/ RPM 1-Pole Square D: RPZF1 3|IR1-3
58|08-533-A004 |Water Station Keypad, USB, SS, Start/Stop/Sel/Ent/Left/Down EleMech: KP-SS-USB-S,S,S,E,L,D 1|KEYPAD1
59|25-000-A010 |Nameplate Assembly, White, Black Text, 1"Hx3"W EleMech: 25-000-A010 Assembly 2|NP1,2
60|02-005-003 Contact Block, 1INO, w/A-B 800 Series Allen-Bradley: 800T-XD1 1/PB1
61|29-005-121 Pushbutton, NEMA 4X, Operator Only, Mushroom, Red, Momentary Allen-Bradley: 800H-DR6 1/PB1
62|33-475-009 Web Relay, 9-28VDC, 4-OPTO In, 4-Relay Out Web Relay: X-410-I 1/PR1
63|37-098-013  |Power Supply, 60W, 85-264VAC IN, 24VDC OUT, NEC Class 2 Phoenix: 2902992 1|PS1
64|69-000-002 Resistor, 1k Ohms, 1/4Watt, 5% Tol Yageo: CFR-25JB-52-1K (1.0KQBK-ND) 1/R1
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EleMech S.0. PAL9213 Hailey, ID

Item |Component |Description Manufacturer Part Number QrTy Device
65]42-063-000 |Terminal Block, Labels, Custom Printed, w/WK4/U Wieland: 04.242.6353-CUSTOM 64|TB
66|42-063-001  |Terminal Block, End Plate, Gray, w/WK4/U Wieland: 07.311.0155.0 1/TB
67|42-063-003 Terminal Block, Single Pole Gray, 30A, 600V, 6MM Wide, WK4/U Wieland: 57.504.0055.0 24|TB
68/42-063-009  |Terminal Block, End Clamp, w/WKN10/U Wieland: Z5.522.8553 4/\T8,DB
69|46-034-003 |Thermostat, for heater control, N.C.contact, 6 amp,30-140 F. Stego: 11100.9-00 1/TS2
70/48-591-001 UPS, DRC-100A, 120VAC In, 12VDC Out, 4.5A, DIN, Batt Rqd Mean Well: DRC-100A 1/UPS1

Spare Parts / Ship Loose (Total Quantity Provided)
71/61-000-012 Labor, Engineering, Submittal, Schematics, BOM EleMech: 61-000-012 1/ENG
72|48-592-001 |UPS, Battery, 12VDC, 15Ah, F2 Spade Term SigmasTek: SP12-15 F2 - package of 2 1|BATT1
73|70-000-038 Software, Portalogic V.6, Digital License, Multi-User EleMech: 70-000-038 1|PAL
74|118-257-015 |Flange Gasket, 3", Rubber, Full Faced RJ Keck: RRFFG3 1| GASK
75/118-257-011 |Flange Pack, Bolt, 5/8"x 3", SS, Hex Head 6248CH316-F593 4|\BOLT
76|118-257-012 |Flange Pack, Nut, 5/8-11, SS, Hex 62NF316-F594 4|BOLT
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Chapter 1: About Portalogic

About the Portalogic System

Portalogic management software provides facilities with the means for managing transported water and waste.
Portalogic is a web-based application that can be accessed by any number of users on a network.

This software is included with the purchase of any Portalogic water or waste station.

All Portalogic stations are designed for haulers to use with little to no operator supervision. The stations provide
identification, access to the equipment that is necessary for the pickup or delivery, and monitoring. The
management software provides automated record keeping, reporting, and billing for the water/waste being
transported, and real-time communication with water and/or waste stations. This system gives facilities

complete control over their unattended stations.

Portalogic Management Software

The Portalogic Management Software automates the pickup/delivery of water/waste and manages the
associated customers, trucks, billing, monitoring, revenue, and more. The software application consists of three
parts:

1. Portalogic IIS Web service

2. Microsoft SQL Database

3. Portalogic Web Application
Portalogic provides control of the water/waste stations by synchronizing the data exchanges between the
Microsoft® SQL Server database and office staff. The Portalogic Web Application provides a user interface for

office staff to control the water/waste stations, manage customer and truck accounts, and generate reports.

PORTALOGIC 6 USER MANUAL; VERSION 1.34
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Minimum System Requirements

Before installing Portalogic, it isimportant to ensure that the capacity of your computer system is sufficient both

to install and to run the application. EleMech suggests the following minimum system requirements:

e Operating System: 64-bit Windows 10 or later / Windows Server 2016 or later
e CPU: 4 cores

e RAM:8GB

e Hard Drive: 20 GB free space

e Network: 1 Gbps / 100 Mbps Ethernet Connection

PORTALOGIC 6 USER MANUAL; VERSION 1.34
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Chapter 2: Portalogic SQL Setup

Installing SQL Server

if an SQL database is already in place and is to be utilized, skip to Chapter 3. Full local administrative access will

be required for the installation and internet access.

1. Download SQL Server Express from Microsoft’s website: https://www.microsoft.com/en-us/sql-server/sql-

server-downloads = run executable

2. Installation type: Custom = Choose a media location and click “Install” (you can delete this folder once

done)

5 SOL Server Installation Center

Planning
Installation
Maintenance
Tools

Resources

Options

Microsoft SQL Server 2014

- [m] X

% New SQL Server stand-alone installation or add features te an existing installation

Launch a wizard to install SCL Server 2074 in a nen-clustered environment or to add
features to an existing SOL Server 2014 instance.

ﬁ Upgrade from S0L Server 2003, SQL Server 2008, SQL Server 2008 RZ or SQL Server 2012

Launch a wizard to upgrade SOL Server 2003, SOL Server 2008, SQL Server 2008 R2 or SQL
Server 2012 to SQL Server 2014.

Figure 1: New SQL Server Installation

3. After reading the Software License Terms, check “l accept the license terms”, click “Next”.

4. Leave the Instance Features selections as default and click, “Next”.

5. Select the Named Instance option. Specify a named instance for SQL Server. Be sure to write down the

named instance chosen, as you will need it later. The default is SQLExpress. After specifying a named

instance, click “Next’:

PORTALOGIC 6 USER MANUAL; VERSION 1.34
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% 50L Server 2014 Setup - 0 X

Instance Configuration

Specify the name and instance ID for the instance of SOL Server. Instance ID becomes part of the installation path.

Global Rules (O Default instance

Ricmeat Upile @® Named instance:  [FoBEY ‘

Product Updates

Install Setup Files

Install Rules

Instance ID: [saLExPRESS ‘
License Terms
Feature Selection
Feature Rules SQOL Server directory:  C\Pregram Files\Microsoft SOL Server\MS50L12 SQLEXPRESS
Instance Configuration ]

Installed instances:
Server Configuration

Database Engine Configuration Instance Name Instance ID Features Edition Version
Feature Configuration Rules «Shared Compane... S5MS. 12.0.2000.8
Installation Progress
EmrEE

< Back Mext » Cancel Help

Figure 2: SQL Server Instance Configuration

6. Leave the Server Configuration selections as default unless told otherwise by a local database
administrator and click “Next”.

7. Inthe Database Engine Configuration page, select the option “Mixed Mode”. Create and document a
password for the SQL Server System user “sa”. This password must be at least 8 characters long and
contain 3 of the 4 criteria:

a) Contain uppercase letter(s)

b) Contain lowercase letter(s)

c) Contain non-alphanumeric characters, such as “#” or “%’
d) Contain number(s)

8. Once the password has been entered into the Enter Password and Confirm Password lines, click Next

PORTALOGIC 6 USER MANUAL; VERSION 1.34
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T S0L Server 2014 Setup

Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

Global Rules
Microsoft Update
Product Updates
Install Setup Files
Install Rules

License Terms

Feature Selection
Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Feature Configuration Rules
Installation Progress

Complete

Server Configuration  Data Directories  User Instances  FILESTREAM

Specify the authentication mode and administrators for the Database Engine.

Authentication Mode
(O Windows authentication mode

(®) Mixed Mode (S0L Server authentication and Windows authentication)

Specify the password for the SQL Server system administrator (sa) account.

Enter password: |"0.000"00

Confirm password:

Specify SQL Server administrators

DESKTOP-DSIH7BU\EleMech (EleMech)

SQOL Server administrators
have unrestricted access
to the Database Engine,

Add Current User Add... Remove

< Back Mext >

Cancel Help

Figure 3: SQL Server Mixed Mode

9. Click “Next”. SQL Server will then begin to install.

10. When SQL Server installation is complete, click “Close” to exit the window.

PORTALOGIC 6 USER MANUAL; VERSION 1.34

[ Pages |



Installing SQL Server Management Studio

1. Download the installation file from Microsoft’s website: https://docs.microsoft.com/en-

us/sqgl/ssms/download-sqgl-server-management-studio-ssms

2. If prompted with a security pop-up, allow the program to make changes to your computer.
3. Click on “New installation or add features to an existing installation”.
4. Select “Add features to an existing instance of SQL Server” and select the name of the previously created

server. Click “Next”.

T 50L Server 2014 Setup - O X

Installation Type

Perform a new installation or add features to an existing instance of SQL Server 2014,

Global Rules () Perform a new installation of SQL Server 2014

Microsoft Update Select this option if you want to install 3 new instance of SQL Server or want to install shared
Product Updates components such as SQL Server Management Studio or Integration Services,

Install Setup Files (®) Add features to an existing instance of SOL Server 2014

Install Rules SOLEXPRESS -

Installation Type . . .
Select this option if you want to add features to an existing instance of SQL Server, For example, you

Feature Selection want to add the Analysis Services features to the instance that contains the Database Engine. Features
Feature Rules within an instance must be the zame editicn.
Feature Configuration Rules n
Installation Progress Installed instances:
Complete - -

Instance Mame Instance ID Features Editicn Version

SOLEXPRESS MSSOL12.5QLEXPR... | SQLEngine SGLEN... |Express 12.0.2000.8

<5hared Compone... S5MS 12.0.2000.8

< Back Next > Cancel Help

Figure 4: SQL Management Studio Installation
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5. Select “Management Tools - Basic” only and select “Next”.

T4 5QL Server 2014 Setup

Feature Selection

Select the Express features to install.

Global Rules Features:

Microsoft Update Instance Features

Product Updates Shared Features
Install Setup Files [] Client Teols Connectivity
Install Rules [ Client Toels Backwards Compatibility

[1 Client Tools SDK

Management Teols - Complete
Feature Rules SOL Client Connectivity SDK
Redistributable Features

Installztion Type
Feature Selection

Feature Configuration Rules
Installation Progress

Complete

— m} X
Feature description:
Includes Management Studio support forthe A
Database Engine and SOL Server Express, 5QL
Server command-line utility (SQLCMD), SQL
Server PowerShell provider, and Distributed v
Prerequisites for selected features:
Already installed: A
Windows PowerShell 2.0
v

Microenft NFT Framewnrk 3.5

Disk Space Requirements

Drive C: 1314 MB required, 36735 MB available

Select All Unselect All
Instance root directory: C:\Program Files
Shared feature directory: C:\Program Files

\Microsoft SQL Server\
\Microsoft SQL Server\

Shared feature directory (x86): C:\Program Files (x86)\Microsoft SQL Servery

Next » Cancel Help

Figure 5: SQL Management Studio Feature Selection

6. SQL Server Management Studio installation is now complete. Click “Close” to exit the window.
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Chapter 3: Portalogic Installation

Database Setup

Click 5 Start

Search for SQL Server Management Studio or “SSMS”.
Login with the Server Type: “Database Engine”

Server Name: “(Local)\SQLEXPRESS”

LA S

Click “Connect”.
a) NOTE: If an existing SQL instance is being used or a remote one, “SQLEXPRESS” may not apply.
Right click on the “Databases” Folder and select “New Database”.
7. Name the new database “Portalogic5” and click “OK”.
a) NOTE: Make sure it is called “Portalogic5” not “Portalogic6”.
8. Click the “New Query” Button. Press the “Open File” button = and open the file “Portalogic.sql” in the

installation files, then press “Execute” to run the script.

(43 Port6.0.1.0.5q] - DESKTOP- DSIH7BU\SQLEXPRESS.master (DESKTOP-DSIHTBU\EleMech (53)) - Microsoft SQL Server Management Studio - X
File Edit View Query Project Debug Tools Window Help

P S | A Newauey B ERID| 6 A9 -0 -5 p || % - |
P3G moser | [T Becue] b pebug = v 33 o) |7 "ﬁ\eaeﬁ@\

Object Explorer X
Comnect~ 3} 3} = T 2] .8 Lse PortALogics

Current connection parameters

— 5 | g A
(@ DESKTOP-DSHTBUNSQLEXPRESS (SQL 4F NOT EXISTS(SELECT * FROM Sys.Objects ELs
g Databases where object_id = 0BJECT_ID(N'Customer') v
Secur et
ity and TYPE IN(N'U')) Connection failun
(22 Server Objects BEGIN

Elapsed time

[ Replication CREATE TABLE dbo. Customer(

£ Management pkCustomer int IDENTITY(1,1) NOT NULL, Finish time
[Name] [nvarchar](5@) not HULL, Name DESKTOP-DSIH7BUASQ)
[Address] [nvarchar](255) HULL, Rows returned 0
[City] [nvarchar](58) nULL, Starttime

[State] [nvarchar](20) NULL,

[Zip] [nvarchar](26) fWLL, State Open

[Country] [nvarchar](5@) NULL, >

[Phone]  [nvarchar](38) NULL, Connection name DESKTOP-DSIHTBU\SQ)
[Fax] [nvarchar](38) MULL, v

[ContactiastNane] [nvarchar](5@) HULL, Connection elaps:

[ContactFirstliame] [nvarchar](58) HULL,
[Contactphone] [nvarchar](38) HULL,
[DeleteInd] [bit] NOT NULL DEFAULT ((@)),

Cannection finish
Connection rows 0

Erailaddress VARCKAR(255) null, Connection start t

UseEmailOption BIT not NULL DEFAULT ((@)), Connection state Open

UseMobilApp bit not null default(e), Display name  DESKTOP-DSIHTBU\SQ
Facilitycode bigint not null default(a), Loginname  DESKTOP-DSIHTBU\EIe

incloud bit not null default(®), S
dirty bit not null default(@), Server name DESKTOP-DSIH7BU\SC
CONSTRAINT [Customers_PK] PRIMARY KEY NONCLUSTERED Serverversion 1202000
¢ Session Tracing ID
[pkCustomer] ASC pID 53
JWITH (PAD_INDEX = OFF, STATISTICS_MORECOMPUTE = OFF,
IGNORE_DUP_KEY = OFF, ALLOW_ROW_LOCKS = ON, ALLOW_PAGE_LOCKS = ON) ON [PRIMARY]
) ON [PRIMARY]

END

This addition for version 6.0
EIIF EXISTS (SELECT * FROM sys.objects
| wHERE object_id = 0BIECT_ID(N'Customer") AND type TN (N'U")) I Name

0% - ¢ >
@ > |2 Connected... | DESKTOP-DSIH7BU\SQLEXPRESS ... | DESKTOP-DSIHTBU\EleMec... | master | 00:00:00 | Orows,

The name of the connection.

Figure 6: SQL Management Studio execute database script
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Setting the Cloud Job Number

To add customers to Portalogic a Cloud Job Number is needed, otherwise you will get the following error

message:

1 Cloud Job Number is blank. Please contact Elemech.

To avoid this this error, you must enter your Cloud Job Number into the following SQL Server Management
Studio directory path:

1. Click = Start

2. Search for “SQL Server Management Studio”

3. Drill Down to “dbo.LocalPLC” by completing the following steps:

PORTALOGIC 6 USER MANUAL; VERSION 1.34
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a) Expand “(Local)\SQLEXPRESS”
b) Expand “Databases”
¢) Expand “Portalogic 5”
d) Expand “Tables”
e) Navigate to and right click “dbo.LocalPLC”
f) Select “Edit Top 200 Rows” from the drop-down menu
g) Locate the tab “TelerikCloudJobNumber” or “JobNumber”
i.  NOTE: The text in this tab may be cut off, so it may appear as “TelerikCloudJo...”
h) In the box directly beneath that tab, type in the Job Number Provided to you.

ii.  NOTE: You can find this number in bottom right corner of the electrical drawings shipped with

your panel. It should be in a three letter/four number format, i.e ABC1234

Quick Launch (Ctrl+Q) P o & x

F BNy BRRRD|

| b Beate

Figure 7: Setting Up Cloud Job Number

PCOMNSOLEXPRESS.P...c5 - dbo.LocalPLC = X

pkPLC Mame StationID CloudMySQLIP Cloudtype CloudSchema TelerikCloudlo...
1 Office ] 173.194.233.26 1 Tes1234
= MULL MNULL NULL NULL NULL MNULL MNULL

Figure 8: TelerikCloudJobNumber Tab
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Create Database Login

1. (local)SQLEXPRESS
a) Security
b) right click “Logins” folder
c) New Login

d) Login name: “portuser”

i.  SQL Server authentication = Password and Confirm password: “1234”

ii.  Uncheck “Enforce password policy” = Click “OK”

H Login - New O
Select a page ¢ ) 5
. Script Hel
%A General S Serpt ~ [ Heb
%A Sarver Roles
f User Mapping Login name: ||:u3rtuser | Search. ..
%A Securables _ o
A Shats () Windows authentication
o (® S0QL Server authertication
Password: |vun |
Corffirm password: |uu |
[]iEnforce password palicyt
(") Mapped to certfiicate
(") Mapped to asymmetric key
Con . [] Map to Credential
Server Mapped Credentials Credertial Provider
DESKTCOP-DSIHFEUNSGLEXPRE
Connection:
DESKTOP-DSIHFELNEeMeach
&y Miew connection propertiss
Progress
Ready Default database: master
Default language: <dsfault>
=

Figure 9: SQL Management Studio new user
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2. Databases = Portalogic5 = Security = right click on “Users” folder - New User...

a) User name: portuser

b) Login Name: portuser

c) Default Schema: Leave blank

d) Select a page 2 Owned Schemas = check “db_owner”

e) Select a page 2 Membership = check “db_owner”

[
| | Database User - Mew - O *
Selecta page i . r
L Script - Hel
( 1 General ‘;5 B m ?
[ Owned Schemas |
1 Membership User type: J
2 Securables SQL user with login B
% Extended Properties i
lser name: I
|pnrtuser | I
Login name: I
|pnrtuser| | ]
Default schema: :
| 1] ¢
{
i
{
[
- [
{
Connection {
Server:; :
DESKTOP-DSIHTELNSGLEXPRE l
Connection: :
DESKTOP-DSIHTEL EleMech 1
ﬂj View connection properties :
]
Progress
Ready
Cancel

Figure 10: SQL Management Studio database user
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Portalogic Data Service

1. Download and install Node.js LTS version (use all default options): https://nodejs.org/en/download/

2. Download and install Git for Windows (use all default options): https://git-scm.com/download/win

3. Search Windows for "SQL Server Configuration Manager"
a) Expand “SQL Server Network Configuration” and expand “Protocols for SQLEXPRESS”
b) If you cannot find it: Windows Key + R = compmgmt.msc = Services and Applications = SQL Server
Configuration Manager = SQL Server Network Configuration
c) Double click on “TCP/IP” and set “Enabled” to “Yes”
d) Click the “IP Addresses” tab and underneath the “IPAIl” tab set “TCP Port” to “1433”
e) Click “OK” on the Warning that the service will have to be restarted
f) Click on “SQL Server Services”
g) Right click on “SQL Server (SQLEXPRESS)” and choose “Restart”
4. Create a folder named “EleMech” within this directory: “C:\Program Files (x86)”.
5. Copy and paste the files within “Copy Files to EleMech Folder” to inside the folder you just created:
“C:\Program Files (x86)\EleMech” .
6. Within the "PortalogicDataService” folder, right click on “install-admin.bat”.
a) The computer will need internet access during this process. If that is not possible, EleMech will need
to be contacted for a more advanced installation.
7. Select “Run as Administrator” from the drop-down menu.
a) NOTE: Check for any errors that may arise. If a non-default installation directory is required, edit this
file and change the INSTALL_DIR at the top.
8. If default directories or database login information need to change, please change the settings in these
files:
a) POData\Web.config
b) PortalogicDataService\config.json
i.  After changes, restart the service. Follow the steps outlined on page 25.
c) Portalogic6\Reports

i.  Change “ConnectionString” at top of all files

PORTALOGIC 6 USER MANUAL; VERSION 1.34

[Page16l



https://nodejs.org/en/download/
https://git-scm.com/download/win

Internet Information Services (lIS) Setup

1. Install 1S and ASP.NET 4.8
a) Click 2= Start > Turn Windows Features on or off

b) Check “.NET Framework 4.8 Advanced Services”, “Internet Information Services”, and “ASP.NET 4.8"
within Internet Information Services 2 World Wide Web Services = Application Development

Features. Leave all boxes checked that were done so automatically when you clicked on them.

c) OK - Wait for installation to complete

Turn Windows features on or off
To turn a feature on, select its check box. To turn a feature off, clear its ¢

[m] = .NET Framework 3.5 (includes .NET 2.0 and 3.
= [®m]  .NET Framework 4.8 Advanced Services
ASP.NET 4.8
[m]  WCF Services
[] Active Directory Lightweight Directory Services
D Containers
] Data Center Bridging
[] Device Lockdown
[ ] Guarded Host
[ ] HyperV
Internet Explorer 11
= E Internet Information Services
[] FTP Server
[m]  Web Management Tools
= [m]  World Wide Web Services
= m] = Application Development Features

Server-Side Includes
WebSocket Protocol
E Common HTTP Features
[m] | Health and Diagnostics

[ ]  .NET Extensibility 3.5
NET Extensibility 4.8
[ ] Application Initialization
[ ] Asp

[ ] ASP.NET3.5
ASP.NET 4.8

[1 cal

ISAPI Extensions
ISAPI Filters

L]

L]

Figure 11: ASP.NET and IIS Installation
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Click 5 Start

Search for IS (Internet Information Services)
On the left-hand pane, drill down to Sites
Right click on “Default Web Site”

o U kA w b

Select “Add Application”

File View Help

Connections
>

v 93 DESKTOP-DSIH7BU (DESKTOP-DSIHTBU\EleMech)
3 Application Pools
V.- @ | Sites
. &) Default Web Site

Figure 12: Internet Information Services — drilldown

7. Type in “PortOData4” in the Alias textbox. Press the “...” button next to the “Physical Path” textbox.

Navigate to the “OData “folder, select it, and click “Ok”. The “OData” folder is located under “C:\Program

Files (x86)\Elemech\POData”. Click the “Ok” button to add the application.

'8

Add Application

A=)

Site name; Default Web Site

Path: /
Alias: Application pool:
PortODatad DefaultAppPool

Example: sales

Physical path:
CA\Program Files (x86)\EleMech\POData D

Pass-through authentication

Connect as... H Test Settings... |

l OK

==

Figure 13: Internet Information Services - OData Website
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8. Select “PortOData4” in the “Connections” pane = select “Browse *.80 (http)” under the right-hand side

“Actions” pane.

) PCTL b Sites » Default Web Site » PortODatad » @ 5 0~|

File View Help

Connections
~ :’ /PortOData4 Home
«%5 PC71 (ELEMECH\adunsmoor) Filter: - #8Go - @ Show All | Group by: Area -8 4
& Application Pools A
0 Sites . 4
4@ Default Web Site =) > ] ¢ 8 = o 2 Manage Application  ~
8 admin NET NET  NETEmor  NET  NETTrust Application Comnection  SMTP
) aspnet_client Authorizati.. Compilation  Pages  Globalizati..  Levels  Settings  Stings  E-mail T Browse %80 (http)
- PortoData -
43 PortODatad. s
. R P = . - 2 3 ) = o Install Application From
2 8 s BoEm o= e @ op AR o= g =
@ portalogicé test Authentica.. Compressi.. Default ~ Directory ErorPages Handler TP logging MIMETypes Modules  Output  Request SSLSettings
9ot Document  Browsing Mappings  Respon. Caching ~ Filtering
Management
Configura
Editor

[ Features View |iz2 Content View

Figure 14: Internet Information Services - Browse WCF

9. It should show without errors after a few seconds.

"@odata.context™: "http://localhost/PortODatad/imetadata™, "value™: [

h "name™: "Users"”,"kind" 1 "EntitySet”, "url" : "Usars"”
}'Ename“:"IntendedUses"J"kind":"EntitySet"J"url":“IntendedUSEs“
}'Ename":“Deletables","kind“:"EntitySet"J"url":"Deletables“
}'Ename“:“Custnmers“,"kind":"EntitySet",“url":"Customers“
}'Ename“:“Trucks"J“kind“:"EntitySet“,"url":"Trucks“
}'Ename“:“MasteGenerators"J“kind“:“EntitySet","url“:"HastEGeneratnrs"
}'Ename“:“Cumpanies“,"kind":"EntitySet",“url":"Cumpanies“
}'Ename“:“Stations“,"kind":“EntitySet","url":"Statinns“
}'Ename“:"ProductTypes","kind":"EntitySEt"J"url":“ProductTypes“
}'Ename“:“GenericFunctiDns","kind":“EntitySet","url":"GenericFunctiDns“
}'Ename“:“Grders"J“kind“:"EntitySet“,"url":"Orders“

i

“name”; "Payments", "kind": "Entity3et”,"url”: "Payments"

Figure 15: OData successfully hosted

10. If the page shows errors, ensure that your .NET version is 4.8 or higher. Download it from Microsoft and

install it if needed.
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11. (Optional) Test table loading data by copying and pasting this URL into a browser:
http://localhost/PortOData4/Users?apikey=SG.fKTNgAgERACI31NnK92XzA.gr2G8G7Ipfwl1M394XnIBZ0h

ff 28280389185337
[/ http://localhost/PortODatad/Users?apikey=SG.fKTNgAgER4CI31NNK92XzA . gr2G8G71pfulM394XnIBZeh

"@odata.context": "http://localhost/PortODatad/$metadata#lsers”,
"value": [

{
"UserID": 1,
"FunctionResult": null,
"ReturnCode™: @,
"RoleID": 1,
"Role": "Administrator™,
"UserName": "admin",
“Name": “admin",
"Password”: "admin”

Figure 16: OData Users Table Test

12. Right click on “Sites” - select “Add Website...”
a) Site name: “portalogic6”
b) Physical path: “C:\Program Files (x86)\EleMech\Portalogic6”

c) Binding: Port 84 (if port 84 is unavailable, use another number)

F B

Site name: Application pool:

portalogich portalogic

Content Directory

Physical path:
C\Program Files (86)\Elemech'\PortAlogich [3

Pass-through authentication

I Connect as... ] lTatSeﬂings...

Binding
Type: IP address:

http - | All Unassigned

Host name:

Example: www.contose.com or marketing . contoso.com

Start Web site immediately

Figure 17: Internet Information Services - add Portalogicé
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http://localhost/PortOData4/Users?apikey=SG.fKTNqAgER4CI31NnK92XzA.gr2G8G7lpfw1M394XnIBZ0h
http://localhost/PortOData4/Users?apikey=SG.fKTNqAgER4CI31NnK92XzA.gr2G8G7lpfw1M394XnIBZ0h

d) Ensure that the Application Pool is using ASP.NET 4.0 or higher.

e) Select “Application Pools” in the top of the left pane

i. NOTE: “portalogic6” should show “.NET CLR Version” as v4.0 or higher, if it is not, change it

f) Select “portalogic6”:

i.  Basic Settings

ii.  Select the “.NET CLR version” dropdown and select v4.0 or higher

iii.  Click “OK”

~ %5 DESKTOP-DSIH7BU (DESKTOP-DSIH7BU\EleMech)
‘;? Application Pools
w @ Sites
~ @ Default Wehb Site
R | aspnet_client
@ PortOData
, & portalogich

This page lets you view and manage the list of application pools on the server, Application pools are
associated with worker processes, contain one or more applications, and provide isolation ameng different

applications.

WY Internet Information Services (11S) Manager - s
c L5} v DESKTOP-DSIH7BU » Application Pools & @
File View Help

Connections Actions

a qg! Application Pools

Ready

Figure 18: Internet Information Services - Application Pool
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Filter: » W Go - g Show All | Group by: Mo Grouping M
Marme Status {NET CLR Version Managed Pipel.. Identity Applic
L NET w5 Started  v4.0 Integrated ApplicationPoolld... 0
;;"N!:TM.S Classic Started w40 Classic ApplicationPoolld... 0
2} DefaultippPool Started w40 Integrated ApplicationPoolld... 2
,-;_:‘Bpurtalog\cﬁ Started w40 Integrated ApplicationPoolld... 1
Edit Application Pool 7 X
portalogich
MET CLR version:
.NET CLR Version v4.0.30319 ~
Managed pipeline mode:
Integrated ~
Start application pool immediately
< >
Content View

& Add Application Pool...
Set Application Pool Defaults...
Application Pool Tasks

B Start

B Stop

< Recycle..

Edit Application Pool

D Basic Settings...

Advanced Settings...
Rename

X Remove
View Applications

@ Help

%
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g) Ensure that ASP .NET is working properly

€« C' | [1127.00.1:84

i. InaBrowser, navigate to http://127.0.0.1:84 (use the correct port number if it was changed

in step 12. The results should look like Figure 19.

%/ 412700184 X

ASP.NET Web API allows you to expose your applications, data and services to the web directly over HTTP.

To learn more about ASP.NET Web AP visit the ASP.NET Web AP| Website . The page features videos, tutorials, and samples
most from ASP.NET Web APL. If you have any questions about ASP.NET Web API, visit our forums

We suggest the following steps:

o Getting Started

ASP.NET Web AP is a framework that makes it easy to build HTTP services that reach a broad range of clients, including browsers and mobile devices

ASP.NET Web AP is an ideal platform for building RESTful applications on the .NET Framework. Learn more.

e Add NuGet packages and jump-start your coding
NuGet makes it easy to install and update free libraries and tools. Learn more...

e Find Web Hosting

You can easily find a web hosting company that offers the right mix of features and price for your applications. Leam more.

Home

API

to help you get the

Figure 19: ASP.NET Web API Successful

13. The Firewall needs to be set to allow the Portalogic website to be accessed on other computers.

a) Click

b) Search Windows Firewall

c) Advanced Settings (left panel)

d) Inbound Rules

File Action View Help

L AR (=30 ]

@ Windows Firewall with Advancd
B2 Inbound Rules
Outbound Rules
% Connection Security Rules
& Monitoring

@ Windows Firewall with Advanced Security

Inbound Rules

Name
@ Alloyn Router (TCP-In)
@ Aloyn Router (UDP-In)

@ Cast to Device functionality (qWave-TCP...
@ Cast to Device functionality (qWave-UDP...

@ Cast to Device SSDP Discovery (UDP-In)

@ Cast to Device streaming server (HTTP-St...
@ Cast to Device streaming server (HTTP-St..
@ Cast to Device streaming server (HTTP-5t...

@ Cast to Device streaming server (RTCP-St.

@ Cast to Device streaming server (RTCP-St...
@ Cast to Device streaming server (RTCP-St...

@ Cast to Device streaming server (RTSP-Str

@ Cast to Device streaming server (RTSP-Str...
@ Cast to Device streaming server (RTSP-Str..,

@ Cast to Device UPnP Events (TCP-In)
@ Contact Support
@ Contact Support

@ Core Networking - Destination Unreacha...
@ Core Networking - Destination Unreacha..

# Core Netwerking - Dynamic Host Config.
1 Core Networking - Dynamic Host Config,

@ Core Networking - Intemet Group Mana...

@ Core Networking - IPHTTPS (TCP-In)
@ Core Networking - IPV6 (IPvB-In)
@ Core Networking - Multicast Listener Do...

@ Core Netwerking - Multicast Listener Qu...

% Core Networking - Multicast Listener Rep.

@ Core Networking - Multicast Listener Rep..
@ Core Networking - Neighbor Discovery A..
% Core Networking - Neighbor Discovery S...
@ Core Networking - Packet Too Big (ICMP..

9 Core Networking - Parameter Problem (1.
<

Group
Allioyn Router

Allioyn Router

Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Contact Suppert

Contact Suppert

Core Networking

Care Networking

Core Networking

Care Networking

Core Networking

Core Networking

Core Networking

Core Networking

Care Networking

Core Networking

Core Networking

Core Networking

Core Networking

Care Networking

Core Networking

Profile

Domai.

Domai..

Private.

Private...

Public
Public
Private
Domain
Domain
Private
Public
Domain
Public
Private
Public
All

All

All

Al

All

All

All

All

Al

All

All

All

All

Al

All

All

Al

Enabled

Action
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow

>

Figure 20: Windows Firewall - Inbound Rules
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Actions

Inbound Rules
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7
g
7

BB

New Rule..
Filter by Profile
Filter by State
Filter by Group
View

Refresh

Export List...

Help
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http://127.0.0.1:84/

e) New Rule (top right-hand panel)
i.  Port TCP, Specific local ports: 84 (or the website port used previously)
ii.  Allow the connection
iii.  Domain, Private, Public (checked)

iv.  Name: Portalogic 6 Website Port (or another of your choosing)

% Port 44318 TCP Private  Ves Allow Ne Any Any Any TP 44818 Any Any
9 Port 44818 UDP Private  Ves Alow  Neo Any Any Any uoP 4818 Any Any
U Port 44318 UDP Demain - Ves Allow Ne Any Any Any upp 44818 Any Any
@ Port 7153 TCP Domain  Ves Allow  No Any Any Any TP 7153 Any Any
U Port 7153 TCP Private  Ves Allow Ne Any Any Any TP 7133 Any Any
@ Port 7155 TCP Private  Ves Allow  No Any Any Any TP 7155 Any Any
8 Port 7155 TCP Domain  Yes Allow Ne Any Any Any TCP 7133 Any Any
& Portalogic 6 All Yes Allow Mo Any Any Any TP 24,85 Any Any
i Print 30 Print 30 Domai... Yes Allow Ne Any Any Any Any Any Any Any
0 Proximity sharing aver TCP (TCP sharing-... Proximity Sharing Al Yes Allow  No %System... Any Any TP Any Any Any
0 RdcyHost.exe Private  Yes Allow Ne C\Progr..  Any Any TCP Any Any Any
@ RdcyHost.exe Private  Yes Allow  No CA\Progr..  Any Any uop Any Any Any
9 RdcyHost.exe Domain  Yes Allow Ne C\Progr..  Any Any upp Any Any Any
U RdcvHost.exe Demain Ves Allow Ne C\Proar..  Anv Anv TP Anv Any Anv

Figure 21: Windows Firewall - Port 84, 85 Opened

14. Allow log file viewing over browser (optional)
a) InllIS, uncollapse “Default Web Site”
i. Leftclick “logs” (created in Portalogic Data Service)
ii. Directory Browsing
iii.  Open Feature
iv.  Enable
b) Back to “logs” Home
i. MIME Types
ii.  Open Feature
iii.  Add..
= File name extension: .log
=  MIME type: text/plain

c) You can now browse this directory for Portalogic log files: http://localhost/logs
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http://localhost/logs

Exchange Mail Server Configuration

If your facility has an Exchange Server you would like to use for sending Portalogic email, please follow these

steps.

1. Run “TestMail.exe” located at “C:\Program Files (x86)\Elemech\Utilities”.

2. Fill out the Mail Test form and click “Test Send”. If the recipient you entered receives an email, the
parameters entered are correct. You may leave “User Name (to logon to exchange)” blank if no

authentication is required.

o
Mail Server |mail.rn'_.r0:|mpan'_.'.cum
= -
port 3 =
usemame ||:u:urtalngic EmyComparry .com |

(zomename@facility.com)

Uzer Mame fto logon to exchange) ||:u:urtalngic |
(somename) (Leave this blank for no authentication needed)
pasgword |p@55w[h:| |
recipient |ism'rth @myCompany.com |
(xx@yahoo.com)

Test Send

Figure 22: Outlook Test Email Configuration
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3. Configure Portalogic to use the parameters you have just tested:
a) Navigate to “C:\Program Files (x86)\EleMech\PortalogicDataService”

b) Open the file “config.json” and enter the parameters from your successful Mail Test as the values in
“email.smtpConfig.prod”. Ensure that “useSMTP” is true.

4. Restart the Portalogic Data Service
a) Search Windows for “Node.js Command Prompt” and run it as administrator.
b) Run this command: “pm2 Is”.

c) Find the id of “portalogic-data-service” and replace the “#” in the following command with the id
number: “pm?2 restart#”.

5. Send a test email from Portalogic.
a) Open Portalogic 6 (or refresh the page if it is already open) and log in.
b) In the sidebar, click Facility = Email Setup.
c) Set Email Used to “Yes” and click “Save”.
d) Enter a Test Email Address and click “Test” = Verify receipt of email.

e) If your test email was received, your configuration is working. You may now enter email addresses
into the Alarm Recipients field. Separate emails with a comma, and click “Save” to complete the

process.

PORTALOGIC 6 USER MANUAL; VERSION 1.34

[Page2s|




Chapter 4: Portalogic Web App

About Portalogic

The Portalogic web app allows users to access information that Portalogic stations acquire. Portalogic may be
accessed on any number of PCs on the same network as the Portalogic Service detailed previously and offers
different access privileges for its software users. Portalogic can be viewed using Chrome (preferred) or Firefox
browsers, the application will not work when using Microsoft Internet Explorer or the updated internet browser,

Microsoft Edge.

Starting Portalogic

To Start Portalogic on the machine hosting the IIS server, open your Google Chrome browser and type in the
network address: “http://127.0.0.1:84/index.htm!” (port 84 may be different if you used a different port in
Figure 17). On a remote networked PC, type: “http://(the IP address of the IIS machine):84”. i.e.
“http://192.168.2.45:84/index.html”. EleMech recommends creating a browser shortcut on your desktop so
that Portalogic can be accessed faster without typing in a network address each time. If you do not know the

network address, please contact EleMech technical support.
Logging In

To improve security, Portalogic requires a valid login in order to access the program. When the application
Starts, the login page appears. Enter a username and password and click “Login”. Default

username/password: admin/admin.

/s PORTALOGIC el

Figure 23: Portalogic Login
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Database Design

CAN OWN MULTIPLE
ACCESS NUMBERS

ACCESS NUMBER
OR ACCONT ow
CREATES ORDERS, ——{| CUSTOMER ||
DEPENDING ON
STATION LOGIN

S CREATE

Figure 24 - Portalogic Database Design

The database is composed of five primary parts (see Figure 33). A customer owns an account with as many
access numbers as required. Accounts and access numbers may create orders. Orders and
payments/expenses apply to the customer’s account. To login at a station, a customer must enter an access
number and PIN. Access numbers may be assigned to fobs, swipe cards, proximity cards, or NFC cards,
allowing customers to login using these methods (all methods require PIN entry). They can also be assigned to

a truck for further identification.
Navigating Portalogic

Portalogic features four areas for navigation: the primary navbar, the secondary navbar, the sidebar menu, and

the quick access menu. See figure 40 for reference.

PORTALOGIC 6 USER MANUAL; VERSION 1.34

Page 27




=Meny @ Home & User: admin Your Facility Name 2 Help @ About <3 Logout

Orders +Add | #Edt | WDelete

[@ Export to Excel | (@ Export 1| PDF

Customer i Station  : Marm : ime  § Type i Volume i Amount :

Primary Navbar Secondary Navbar

(Main Viewing Plane)

Sidebar MenU'

Figure 25: Navigation Areas

Primary Navbar

The primary navbar stretches the full width of the screen across the top in blue. It is always accessible and

contains the following:

e Menu: clicking this button toggles the sidebar menu open or closed

e Home: an always accessible link to the home screen

e User: your username is displayed here

o Facility: the name of your facility appears in the center of the navbar

e Help: EleMech’s contact information and Portalogic activation input field

e About: a window containing Portalogic’s version number and copyright information
e Logout: click here when you wish to logout

Secondary Navbar

The secondary navbar is found across the top of the main viewing pane in white. It contains buttons specific to
each screen (Orders, Customers, Access Numbers, etc...), and changes with each screen. Buttons appearing on
the secondary navbar are described in the “Using the Grid” section and the individual screen sections. The title

of the screen always appears in the center of the secondary navbar.
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Sidebar Menu

The sidebar menu contains links to each screen, it is located on the far left and is always accessible. Clicking a
link to a screen will cause that screen to slide into view in the main viewing pane. Clicking the Portalogic logo at
the bottom of the menu will open portalogic.info in another tab in your browser. The sidebar may be collapsed
by clicking the “Menu” button on the primary navbar described above, which expands the main viewing pane.

When collapsed, only icons for each screen are visible.

Some links lead to sub navigation views (Facility and Reports, for example), which will slide into view within the
sidebar. A back button will appear at the top of the sidebar which allows you to navigate back to its default view.

Pressing the “home” button on the primary navbar will also return the sidebar to its default view.

Using the Grid

Portalogic displays the data it collects in a series of grids, viewable via the links in the sidebar menu. Clicking on
a cell in a grid will select its row and highlight both the cell and its row. Each row represents an individual item
on each grid (a row is an order on the Orders grid, a customer on the Customers grid, a truck on the Trucks grid,

etc...), with columns providing data relevant to that item.

‘ *Back | £ Refresh Ledger
Export to Excel Export to PDF

Date + Customer Balance Description Type Credit Debit Facility

——g
01/11/2018 09:30 AM Green Trucking Payment $2,000.00 $0.00 , 3 g
01/11/2018 09:30 AM iWaste Collector Payment $1,500.00 $0.00

01/11/2018 09:29 AM Avrora Pools, Inc. Payment $400.00 $0.00

01/11/2018 09:29 AM HaulerMan Payment $1,000.00 $0.00

01/11/2018 09:28 AM Water R Us -$3.30 Order $0.00 $3.30

01/11/2018 09:27 AM Green Trucking -$200.00 Order $0.00 $200.00

01/11/2018 09:27 AM HaulerMan -$300.00 Order $0.00 $300.00

01/11/2018 09:27 AM iWaste Collector -$400.00 Order $0.00 $400.00

01/11/2018 09:26 AM Great Lakes Water -$6.00 Order $0.00 $6.00

01/11/2018 09:14 AM Hawthorn Tanker, LLC -$775.00 Order $0.00 $300.00

01/11/2018 09:14 AM Dunsmoor Trucking -$1,103.50 Order $0.00 $440.00

01/11/2018 09:13 AM Just Us Water -$72.50 Order $0.00 $30.00

01/11/2018 09:13 AM Aurora Pools, Inc. -$5.40 Order $0.00 $2.40

01/11/2018 09:12 AM Dunsmoor Trucking -$663.50 Order $0.00 $500.00

01/11/2018 09:12 AM Hawthorn Tanker, LLC -$475.00 Order $0.00 $275.00

01/11/2018 09:11 AM Aurora Pools, Inc. -$3.00 Order $0.00 $3.00

01/11/2018 09:10 AM Water Transit, Inc -$285.80 Order $0.00 $2.40

01/11/2018 09:09 AM Dunsmoor Trucking -$163.50 Order $0.00 $165.00

01/11/2018 09:08 AM Hawthorn Tanker, LLC -$200.00 Order $0.00 $200.00 $524.40

Figure 26: A grid in Portalogic
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Each grid also populates the secondary navbar with a set of controls specific to that grid. If a grid has a control

that it alone uses, it is described in its individual screen section. Here are the most common controls:

e Back: takes the main viewing pane to the previous screen

e Refresh: a button to manually refresh the data on the grid

e Add: leads to a screen where a new item can be created

e Edit: leads to a screen where changes can be made to the selected item

e Delete: removes the selected item from the grid. A confirmation prompt will appear

before the item is deleted
Each grid is also accompanied by an “Export to Excel” button and an “Export to PDF” button. Press these buttons
when you wish to save and/or view the data in these respective formats. Under each grid is a set of navigational

controls that can be used to view multiple pages, or condense the data onto a single scrollable page.

Column Sorting

Iltems may be sorted by column by clicking on a column heading. When sorted this way, an arrow will appear
indicating which direction its contents are being sorted (click again to sort the other direction, and once again
to turn the sorting off). If sorting for a column is on, you may select up to four additional columns by which to
sort by, in hierarchical order. With sorting for a column on, select additional columns. You will see a number
appear next to the arrow indicating sort direction, the number being the column’s current hierarchy with 1 being

the priority and 5 being the last. Sorting more than five columns will result in an error.

Number + Encoded Number 12 Type 45 Customer 44 Truck
O R R T S —

465645465465 Maanetic Strine Card 7112 Dunsmoor Truckina

Figure 27: Column Sorting Hierarchy

Filtering
Iltems may be filtered by clicking on a column’s filter icon. Set the operator and value to exactly your desired

terms and click “Filter” to see your results. An additional operator and value may also be set to further narrow

or expand your results. To clear the filter, click on the filter icon again and press the “Clear” button.
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[ Export to Excel Export fo PDF

Order Date + hd Customer T Station Receipt Truck
36 02/12/2018 - 8:30 AM Water R Us 0
37 02/12/2018 - 8:30 AM Great Lokes Water 0

And v
38 02/12/2018 - 8:30 AM iWaste Collector 0
Is equal to v
39 02/12/2018 - 8:30 AM Hawthom Tanker, LLC 0
33 02/12/2018 - 8:29 AM Dunsmoor Trucking 4
34 02/12/2018 - 8:29 AM Aurora Pools, Inc. Clear 10
35 02/12/2018 - 8:29 AM HaulerMan | 0 | 0 0
30 02/06/2018 - 8:19 AM Green Trucking 0 0 0
31 02/06/2018 - 8:19 AM Water R Us 0 0 0

Figure 28: Filter Screen

Note: When filtering by a specific date, setting the operator to “is equal to” will result in a search for items
occurring at exactly midnight of the date you select. Instead, set the Operator to “Is after or equal to: (desired
date)”, click the “And” option, and set the additional operator to “Is before: (day after desired date)”. For

example, to see all orders for the month of July, select: Is after or equal to: 7/1/2021 AND Is before: 8/1/2021.

Grid Hotkeys

After making a selection within a grid, you may use the following hotkeys:

sort by the selected column header

. E

opens the selected column header’s filter menu

closes the filter menu

il Left/Right reorders the selected column with the previous/next column

navigate through elements in the grid and filter screen (hold shift for reverse order)

Arrow Keys navigate over cells in the grid

Page Up/Down move to previous/next grid page

select the row with the currently highlighted cell

i Home/End highlights the first/last cell in the grid

Home/End highlights the first/last cell in the current row
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Sidebar Menu Screens

Clicking a link on the sidebar menu will navigate the main viewing pane to the selected screen. From here, you

will have access to the screen’s grid/forms and controls.

General Controls

Many grids utilize a few common controls. These are outlined below.
e Add Item: To add a new item, click the “Add” button in the top right corner. In the “Add
(item name)” screen, fill out all required fields and any other fields as necessary. Then
click “Create” in the top right corner, and a popup will alert you that an item was
successfully created. The “Cancel” button will clear all fields in the form if needed. The
main viewing pane will remain on this screen (allowing you to add new items in

succession) until you navigate away or press the “Back” button.

Your Facility Name @Help @About B logout

Menu € Back Add Customer  Create || X Cancel | @ UpdateMap | Ji\Fullscreen Map

8l Orders & Customer Information Biling Information Primary Contact Secondary Contact
£ Customers > Customer Siling Same a5 Customer First Name First Name
Jonn D No
£ Access Numbers > St L
= Phone BT Last Name LestName
Trucks >
2025550169
B Stations ¥ Celiphone Billing Address Posiion Posiion
P — > 2025550169
Qsearch siling Gity Phone Phone
28 Facility »
h ddr
>
B Address Biling State Cell Phone. Gell Phone.
& Portapay >
ciy Billng ZIP Code ® Email Address Email Address
state B!
21P Code
® Email Receipts
-
Tertiary Contact Discount Rate
First Name @ Enabied
-
Lest Name
Positon
Phone
£,PORTA CellFrone

Figure 29: Example Add Item Screen - Add Customer is shown here

e Edit Item: To edit an item, select it on the grid, and click the “Edit” button in the top right
corner. Note that some fields are not editable once an item is created. Make changes as

needed and click “Save” in the top right corner. A popup will alert you that the item was
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successfully changed, and the main viewing pane will navigate back to the grid. The

“Cancel” button will undo all changes prior to saving if needed.

=Menu @& Home & User: admin Rolling Hills Municipality 2 Help @ About <3 Logout

Menu * Back Edit Customer Information 2 Save | X Cancel
Customer Information

% Trucks Q

*Customer Name Dunsmoor Trucking

I} Orders

2 Customers

P Access Numbers

Search by name or address

QUICK ACCESS

Stations
Phone (757) 989-6412 Address 2943 Tenmile Drive

& Accounting
Fax City | DePere

% Facility
5 Account Active | YES . State/Province | WI
& Pickups
1Y Reports IIP/Postal Code | 54115
lh Portapay
Primary Contact
First Name | Gregory Phone  (757) 989-6412 @ Email Receipts .
LostNome | Dixon Email Address  adunsmoor@elemechinc.¢ = Test
Send Portapay Invite
Account Information: #732864
Default Product ~ Water v @ PAL-DS User . ® Debit Account .

/,PORTA

Amosucior Mot @ Debit Account
Auto Neactivation

Figure 30: Example Edit Item Screen - Edit Customer is shown here

e Delete Item: To delete an item, select it on the grid and click “Delete” in the
top right corner. A “Delete Item Confirmation” popup will appear, select
yes. A popup will alert you that an item was deleted, and the item will be
removed from the grid.

e Expand/ Collapse Section: Form screens make use of collapsible section headers. A header in
a blue bar is expanded, and a header in a white bar is collapsed. Click the

bar to expand or collapse a section as needed.

Home Screen

After a successful login, Portalogic will Start, and the home screen will be displayed. You can always navigate
back to this screen using the home button on the primary navbar. The home screen provides an overview of
your stations’ performance and activity. From the dropdown in the top right, you may select “Today”,

“Monthly”, or “Yearly” to adjust the data being displayed accordingly.
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=Menu @ Home & User: admin
Menu > Refresh

Iy Orders

S Customers

P Access Numbers

Stations

§ Accounting

2 Facility

£ Pickups

7 Reports

VT

Figure 31: Portalogic Home Screen

Rolling Hills Municipality

TOTAL ACCUMULATED VOLUME

85,500 Gallons

VOLUME

)

Home

Date

TOTAL ACCUMULATED REVENUE

$2,099.16

MOST RECENT USERS

Customer

02/12/2018 - 8:31 AM

Station

STATIONS

Name Status

? Help (@ About <3 Logout

Today v

QUICK ACCESS

Hovering over a chart entry will show the value of that entry. If the timeframe is set to “Today”, each entry is a

single order, a single day for “Monthly”, and a single month for “Yearly”. The “Most Recent Users” grid will show

the ten most recent users of your station(s). The “Stations” grid indicates the number of uses and the status of

each of your stations.

Menu Navigation

Orders

The Orders Screen shows all the Orders received from stations or added manually. The grid columns include

Order, Date, Customer Name, Station Number, Receipt Number, Truck Number, Product Type, Alarm Code,

Duration, Volume, and Amount.

When adding or editing an order, if the cost for the selected product type has been set in

“Facility = Product Type” the amount for the order will be calculated automatically.
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Order Information

D18 11:03 AM Cost/1000: $50 Total: $600.00 Volume 12000

5 v Truck Driver Name

Figure 32: The total for an order can be calculated automatically

Customers

The Customers Screen lists all customers that have been added to your system. The information shown here
includes the customer’s Name, Account Number, Account Status, Sales this Month, and Current Balance.

Details: Clicking the “Details” button on the secondary navbar will open a window containing the selected
customer’s name, address, contact information, account information, and details on the customer’s automatic

billing settings.

Access Numbers

The Access Numbers Screen contains information regarding a customer’s access method to your station. The
columns in this grid include Customer Name, Number (a generic number for identifying the access device), Type,

PIN, Status, and Last Used.

Trucks

Once a customer is created, a truck can be assigned to that customer. Truck numbers are unique across all
customers and may be assigned in the “Add Truck” screen. Pressing the “New” button next to the Truck Number
field will set the number to the lowest unique truck number available. If you are assigning swipe cards to your

haulers, the truck number will be the same as the swipe card number.

When adding or editing a truck, you can choose to bill the truck by capacity, apply a default product type to that
truck, enable/disable the truck account (“Edit Truck” only), and set up a sample frequency for the truck if a
sampleris set up. Account Active is enabled by default and will allow access to the water/waste station. Disabling

it will prevent the truck’s associated card/login from working at the water/waste station.
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Stations

The Stations Screen shows a list of all stations connected to Portalogic and the following information: Station,
Name, Type, IP Address, Status, and Uses Today. When adding a station, ensure that you can first ping its IP
address from the server hosting Portalogic (does not apply to cloud stations). When editing the station, you can

create a custom schedule for your customers by clicking “Export To PDF” in the calendar section.

S=Menu @ Home & User: admin Rolling Hills Municipality ? Help @ About 3 Logout

Menu “Back Edit Station Z Save | ¥ Cancel
JRo— - - — N v
I Orders
Wedesday ves @ es @ 12:00 AM 11:30 P
2 Customers
2
P Access Numbers Thursday YES . ' 400AM | @ 8:00PM | g
2
% Trucks T
i ves @ es @ 1200 Am 1130 P g
o
Stations
- Saturday YES . ' 1200AM | @ 11:30PM |
\ccounting
£ Facility
& Pickups Calendar
0 Reporss [DExport to PDF
Today |« | » | B o
i Portapay
Sun 2111 Mon 2112 Tue 2113 Wed 2/14 Thu 2/15 Fri 216 sat 217
STATION CLOSED ALL DAY | STATION OPEN ALL DAY STATION OPEN ALL DAY STATION OPEN ALL DAY

all day

2:00 AM

3:00 AM

4:00 AM STATION OPEN STATION OPEN
$:00 AM

® Show business hours

Parameters

Figure 33: Set your schedule and Export to PDF to create a schedule for your customers

Should you need to access it, the station parameters may also be set in this screen.

Alarms: Clicking the “Alarms” button on the secondary navbar will display a grid containing all alarms that
have occurred for the selected station.
Sync: The “Sync” button will sync relevant data and the date and time from your Portalogic server to

your stations when pressed.

Accounting

This section contains two screens: Ledger and Payments/Expenses. Ledger contains a balance over time for each
customer and the facility on a per-order basis. In Payments/ Expenses you can add a payment (Customer Debit)
or expense (Customer Credit) for a customer’s account. Balance in the Ledger is the customer’s balance at
midnight of the day the payment or expense was inserted.
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Facility
This section contains information and settings for the Facility in general. See “Facility Menu” for more

information.

Pickups

This section is only applicable for Waste Dump Stations using manifests. Pickups are the loads that comprise a
manifest and are entered by the hauler while using a station. For every manifest, an order is created. When a
manifest has pickups with different product types, the most expensive product type is used to calculate the total

cost for the combined volume.

Reports

By making selections in this section, you may use Portalogic to generate custom reports. See “Chapter 5: Reports”

for more information.

Facility Menu

Information

Within the Facility menu, clicking information will navigate the main pane to the Facility Information screen.
here, you can set and save your facility name, contact and billing information, as well as view other information

about your Portalogic setup.

Settings

In Facility = Settings, you may set an automatic data refresh interval (in seconds) and/or enable/ disable
Automatic Data Refresh. Enabling Automatic Data Refresh allows Portalogic to refresh the information displayed
in all grids and the home screen automatically each time your set interval elapses. Click “Save” in the top right

corner to save your settings.

Email Setup

Clicking the Facility menu and selecting “Email Setup”, will display the email setup window. Setting Email Used
to “Yes” will allow Portalogic to email an electronic copy of the receipt to the customer each time they use a
station. To enable this feature for a customer, select the customer in the Customers grid, and click “Edit” in
the top right corner. Under “Primary Contact”, set Email Receipts to “Yes”, and enter the customer’s email

address. You may test an email address by clicking the “Test” button. Click “Save” to save your changes.
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The Email Used switch will also allow Portalogic to email electronic copies of invoices to any addresses entered
in the Invoice Recipients field (separate multiple email addresses with a comma). This feature is only available

if automatic billing is enabled.

Rolling Hills Municipality 2 Help @ About  «Jlogo

= Back Email Setup ZSave | X Cance

Email Used YES . Test Email Address Test Error Email Used .

® Invoice Recipients ® Error Recipients

Figure 34: Portalogic Email Setup

Also in Email Setup, setting Error Email Used to “Yes” will enable the Error Recipients field and allow you to
enter email addresses that will receive an email alert whenever an error occurs at a station (separate multiple
email addresses with a comma). You may also test email addresses from this page by entering an email address

in the Test Email Addresses field and clicking “Test”. Click “Save” to save your changes.

Product Types

Facility - Product Types displays a grid showing all product types and rates for your facility. You may add a new
product type by clicking “Add” in the top right corner or edit existing product types by clicking “Edit”. From the
Edit Product Type screen, you may set a future rate for a product and a date that the future rate will take effect.

Rates are listed in cost/1,000.

Waste Generators

The Waste Generators grid lists all entered locations that your stations receive waste from. You may add new
waste generators and edit existing waste generators by clicking the “Add” and “Edit” buttons in the top right
corner. Within the Edit Waste Generators screen, you may enter specific customers who may select that
generator as a manifest source while using your stations. Do so by entering the customers’ names in the Allowed
Customers field under “Waste Information” (leaving this field empty allows all customers to select the waste

generator as a manifest source). Click “Save” to save your changes.
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Waste Information

Non-Domestic *Default Waste Type Type 2

Restaurant @ Allowed Customers  Enter Customer Name

Figure 35: Specify customers for a generator by entering their name in the Allowed Customers field

Users

The Users grid displays all user accounts that may login to Portalogic. Add new users by clicking “Add”, filling
out the Add User form, and clicking “Create” in the top right corner.
The following are the access privileges of User roles:
e Administrator: Full access
e Financial: Cannot add/edit/delete Stations, edit Facility Information, edit Email Setup, or
add/edit/delete Users
e Operational: Cannot add/edit/delete Stations, edit Facility Information, edit Email Setup,
add/edit/delete Users, add/delete Orders, add/delete Payments
e Read Only: Cannot change data at all, but can view it

e All roles can generate reports.
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Chapter 5: Reports

Generating Reports

Portalogic software can generate several types of reports including activity, billing, and revenue. All reports have
date range selection fields to narrow down the information displayed. To generate a report, select “Reports” in
the sidebar menu, select a sub-category, and finally your desired report. Reports can be printed or exported

directly from Portalogic.
Activity Reporis

Activity Reports display all customer trips to the water/waste station.

Note: Station 0 is listed anytime orders were manually added through Portalogic.

Activity by Station

The data is arranged by date and then by station. It includes the Time, Customer, Truck #, Receipt #, Alarm ID,

Water/Waste ID, Entered Volume, Metered Volume, and Daily Total.

Activity by Customer

This report shows activity for a selected customer. You can choose to select a different customer from the
customer name drop down. The data is organized by the date and time of each trip. It includes the Trip Date,

Truck #, Receipt #, Alarm ID, Water/Waste Type, Volume, and Daily Total.

Activity by Truck

This report shows activity for a selected truck. You can choose to select a different truck from
the truck number drop down. The data is organized by the date and time of each trip. It includes the Trip Date,

Receipt #, Alarm ID, Water/Waste Type, Volume, and Daily Total.

Activity by Product Type

This report shows activity for a selected customer. The data is organized by the product type’s description name.

It includes type description, total orders, and total volume for that type in the selected time frame.
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Customer Statements

Customer Statements are Portalogic’s “Invoices”. There are three versions of this statement described in more
detail below. This report may be used to assist in billing the customers. The user may enter a memo to the
customer as well as a due date for payment. The rest of the report shows a summary of trips to the stations in
the date range, followed by a detailed list of all of trips.

Note: The Customer Statement can be printed out for all customers by checking the switch labeled “All
Customers” to generate reports more quickly. The file will be generated into a PDF file so that it may be saved

or printed at any time.

=Menu A Home & User: admin Rolling Hills Municipality 2 Help @ About < Logout
Customer ®Back Cumulative Billing Statement & Generate | ¢ Cancel

Cumulative Billing
Statement

>

Term Billing Statement *
Period Custom v All Customers . Attention
Information Statement *

Start Date 2/15/2018

It

Customer Name ~ Enter Customer Name v Comments

QUICK ACCESS

End Date 2/15/2018 i) Due Date 2/15/2018

A3

Figure 36: Example Customer Statement screen - Cumulative Billing Statement is shown here

Cumulative Billing Statement

This statement allows you to select a payment due date to be included on the statement. Comments may be
added and will appear immediately below the Summary section. Anything added in the Attention field will
appear under the billing address. The address of your facility and customer are positioned to ft and align with a
standard size (#10) windowed envelope. The statement lists the Water/Waste Type, Total Trips, Total Volume,
Previous Balance, Current Balance, Invoice Number, and Account Number. The second page includes the
“Account Adjustments” section where credit or interest is displayed and the “Account Debits” section.

By default, a single statement is created for the customer selected via the dropdown menu. To expedite
the report generation process, Customer Statements can also be generated for all customers at once by setting

All Customers to “Yes”.

Term Billing Statement

This Statement is identical to the “Cumulative Billing Statement” except it does not include a
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payment due date, previous balance, or an “Account Adjustments” section on the second page. This statement
is comprised of payments, interest, and other account adjustments for the selected period, but it does not
display them. Any account adjustments will automatically be added or subtracted to the “Statement Balance”.

Information Statement

This statement shows only activity and volume for the selected date range. No financial information is included.

Revenue Reporis

Revenue by Customer - Summary

The data is arranged by customer. This report lists all Customers, their Total Trips, Total Volume, Total Revenue,

and a Grand Total for each.

Revenue by Customer - Detail

This report is arranged by Customer and Account Number. It includes Trip Date, Receipt #, truck
#, Product Type, Volume, and Sale Amount. The report displays Total Trips, Volume, and Revenue. If you have

multiple stations, the report will show the station number for each order.

Revenue by Truck - Summary

The datais organized by truck number. It includes all trucks and lists the Truck Number, Total Trips, Total Volume,
Total Revenue, and a Grand Total for each.

Revenue by Truck - Detail

This report only shows activity for a selected truck. The data is organized by the date and time of each trip. It
includes the Trip Date, Receipt #, Product Type, Volume, and Daily Total. A Grand Total is provided for Trips,

Volume, and Revenue.

Revenue by Water/Waste Type - Summary

This report summarizes the revenue by product type for orders within the selected date range. The report is

arranged by product type and includes Total Trips, Total Volume, Balance, and a Grand Total for each.
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Customer Truck List

This report lists all customers and trucks in the Portalogic database. Trucks are grouped by owning customer.
This report lists the Truck Number, Vehicle Identification Number, Make/ Model, Contact, Phone Number, Cell

Number, Sample Frequency, and Total Trucks.

=Menu 4 Home & User: admin Rolling Hills Municipality 2 Help @ About <3 Logout

Menu - 2 1] n a8 a a n
B Orders
o B
& Customers Customer Truck List
Truck VIN MakeModel Contact Phone Cell sample
P Access Numbers Just Us Water
2 TBSREGUISISHTS  Men Pitts, Steven (s49)641-5645 (122)1354643 0
@ Stations 3 IFAFPSGZZVKZRZIOS  Ferm Bemett St (615)517°5167 (61505175167 0
5 0
s , o
© A Total Trucks: 4
- Dunsmoor Truckin
2% Facility o
4 IGBSGSELICUSHTS  Len Wihitney, Christopher (201)472-9152 (014729152 0
_ 5 UGGRIZESWZLIZESS Hum Son  Knowies, David _(B17)765-6914 (B17)768-6914 0
& Fickups Total Trucks: 2

Water Transit, Inc.

7 Reporis . .

Total Trucks: 1
f Portapay otal Trucks:

Aurora Pools, Inc.
10 Grifs, ic (630)495-7080 0

Total Trucks: 1

Grand Total: 8 Trucks

2/6/2018 2:22:20 P11 Page1of1

Figure 37: Example generated Customer Truck List in print-preview
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Chapter 6: Troubleshooting

Portalogic

Data is not syncing with the station

Search Windows for “Node.js Command Prompt” and run it as administrator. Run this command: “pm2 Is”.
Ensure that the service “portalogic-data-service” shows, and its status is “online”. You can restartit by finding
its id and replace it with # in this command: “pm2 restart #”.

Consult the portalogic-data-service log files in this directory for errors: C:\inetpub\wwwroot\logs.

Browsing OData shows 404 Error

URL: http://localhost/PortOData4/Users?apikey=SG.fKTNgAgER4CI31NnK92XzA.gr2G8G7Ipfw1M394XnIBZ0h

shows a 404 error and you cannot login to Portalogic 6. The possible solution (tested on Windows Server 2012
R2) is to open Server Manager = Manage = Add Roles or Features - Install the following:

e Application Server: Web Server (IIS) Support

e IS Hostable Web Core
Retry the URL and consult the webpage for any detailed errors and check the Portalogic-OData.log file in this
directory for errors: C:\inetpub\wwwroot\logs. You may need to remove the PortOData4 application from

“Default Web Site” in 1IS Manager and re-add it after installing the additional features before it will work.
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ePort

Not Responding

Test the reception of the ePort within the FS-10 by pressing the Telemeter’s RSSI button, as shown in Figure 6-
1. The Telemeter’s LEDs will light up indicating the signal strength. The card reader will also display CSQ: XX
(signal strength) and CSQ: YY (Bit Error Rate). Use Table 1 to determine the quality of the signal. If the quality is
below ‘Good’, the user may experience problems when using credit cards. Table 2 can be used for

troubleshooting during normal operation.

FILL/DEX| | END

Figure 38 - Telemeter's RSSI Button

Quality Telemeter LEDS CsQ: XX CcsQ: YY
Very Poor | none 00 to 07

Any value other
Poor Red 08 to 09

than 00 for CSQ:YY
Good Red and Yellow 10to 14

indicates additional
Very Good | Red, Yellow, and Green 15to 19

signal loss

Excellent Red, Yellow, Green, and Blue | 20 or greater

Table 1 - ePort Signal Quality
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RED YELLOW | GREEN | BLUE | EXPLANATION
blinking In service - 1 second pulses (heartbeat)
Indicates device file system transfers
blinking
(quick blink when saving)
Establishing a cell connection
lit lit
(activated)
lit Pending transaction or settlement file
lit Initializing
Communications for Port 1 only (not
lit
shown when an ERROR)
Disabled by VMC or no
lit blinking
communications to VMC
lit blink 2x MDB busy or resetting

Table 2- ePOrt LED Status Codes

Troubleshooting

1. Currently Unable to Accept
a) Press the “SERVICE” button on the G10-S Telemeter to display error codes on the Card Reader
display.
b) Code 1ID1 means vending machine has disabled the Card Reader.
c) “Currently Unable to Accept” displayed on Card Reader: Same as 1ID1.
d) Code 1IE0 means the G10-S is having wireless communications trouble.

e) Code 1ll11 means the G10-S is not communicating with the Vending Machine Controller (VMC)

2. Card Reader displays “Establishing Cell Connection” and reStarting
a) Ensure antenna and antenna wire are in good condition, not broken, pinched or missing.
b) Ensure that the antenna wire is not wrapped up in a coil as this will degrade signal.

c) Try repositioning the antenna for better signal reception.

3. System has trouble communicating or authorizing cards reliably
a) Check RSSI signal strength for a minimum reading of 12,00.

b) If RSSI reading is below minimum recommended, see section above for antenna issues.

4. Card Reader has no display
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a) Check for disconnected, pinched, or broken cables.
b) If the G10-S Telemeter has a blinking green LED, replace the Card Reader.

c) If the G10-S Telemeter has no LED light activity, check for disconnected or broken MDB harness.
Another possibility is a failed G10-S Telemeter.

5. Card swipe or tap unable to be authorized
a) Is the Card being used invalid, damaged, or expired?

b) Check for weak RSSI signal.

6. Card swipe or tap not detected by reader
a) Ensure the Card Reader cable to the Telemeter is in good condition and connected.
b) Is the card being used invalid, damaged, or expired?

c) If the steps listed above are OK, replace the Card Reader.

7. Card Reader perpetually displays “Welcome” with steady green LED
a) Ensure the Card Reader cable to the Telemeter is connected at both ends.
Further Troubleshooting

Contact USA Technologies Customer Service and have your ePort Telemeter number ready: (888) 561-4748.

customersupport@usatech.com
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Printer

Malfunctioning

The Printer’s status and possible error can be discerned by watching the number of times the status light

blinks according to the chart below. The printer’s status light is on the righthand side of its power cable.

STATUS LED DESCRIPTION
- OFF DEVICE OFF
GREEN ON DEVICE ON: NO ERROR

x1 RECEIVE DATA
X2 PRINTHEAD OVERHEATED
X3 PAPER END
x4 POWER SUPPLY VOLTAGE INCORRECT
x5 RECEPTION ERROR

GREEN (PARITY, FRAME ERROR, OVERRUN ERROR)
COMMUNICATION
STATUS

x 6 COMMAND NOT RECOGNIZED
x7 COMMAND RECEPTION TIME OUT
X8 INSPECTION DOOR OPEN ™
x9 PAPER JAM
x 10 LOW PAPER @

GREEN

UNRECOVERABLE x 1 AUTOCUTTER ERROR @
ERROR

Figure 39 - Printer Status Codes
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Chapter 7. Auto Backup

Prepare PowerShell

1. Enter “PowerShell” in the Windows search bar. In the results, right click “Windows PowerShell” and select

“Run as administrator” from the context menu.

— All  Apps Documents  Settings  Web More * Feedback
o~ Best match
{nt
Windows PowerShell N
g ini E
— App L3 Run as administrator
_ Apps [0 open file location _
.= A e Windows PowerShell
Windows PowerS App
-2 Pin to taskbar
¥ Windows PowerS -
] Uninstall
oW 7 Open
¥ Windows PowerShell ISE (x86)
R Administrat
5 £¥ Debuggable Package Manager ¥ Run s Adminkstiton
i Run ISE as Administrator
Search the web g
o g B windows Powershell ISE

L PowerShell - see web results

- Settings (3)

g

Hll O PowerShell @ ] ™

Figure 40: Run PowerShell as administrator

2. Once Windows PowerShell opens, type “set-executionpolicy remotesigned” and press Enter.

3. Select the “Yes” option by typing “Y” and pressing Enter.
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EX Administrator: Windows PowerShell — O X

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

stem32> set-executionpolicy remotesigned

Execution Policy Change

The execution policy helps protect you from scripts that you do not trust. Changing the execution policy might expose
s described in the about_Execution_Policies help topic at

[N] No [L] No to All [S] Suspend [?] Help (default is "N"): _

Figure 41: PowerShell Execution Policy Prompt

Create a Stored Procedure

1. From the provided files, create a copy of the “BackupApp” directory located in the “PortALogic6\Setup
Files\Database Autobackup files” folder and place it in your “C:\temp\Elemech” directory (create this
directory if it does not exist).

2. Start SQL Server Management Studio and select File - Open. Navigate to and open
“C:\temp\Elemech\BackupApp\Scripts\SQL_Scripts\CreateStoredProc.sqgl”

3. Click Execute on the tool bar. If there is no error, a stored procure has been created.

= - ot Studio T - — ¥ -_“11 -“' __I
“ Microsoft SQL Server Management Studio -

File Edit View Query Debug Tools Window Community Help

A NewQuey [y [ | 5 S & -
137 | PortALogics - ¥ Execute b v iy 3 \g‘ iR RN = = |4 B
Object Explorer ~ 3 Xx CreateStoredProc.sql - (local)\...... (55))| SQLQueryl sql - (local)\..\CSou...(51))

Connect~ 3§ USE master

~

Figure 42: Click Execute to test

4. In SQL Server Management Studio, select File = Open. Navigate to and open
“C:\temp\Elemech\BackupApp\Scripts\SQL_Scripts\Full_DB_Backup.sql”
5. Click Execute on the tool bar (Figure 7-3). If there is no error, a stored procure has been created.

|II

6. Test the new procedure by double-clicking the “Full_DB_Backup.sql” file located at

“C:\temp\Elemech\BackupApp\Scripts\SQL_Scripts\Full_DB_Backup.sql”
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Organize v 7 Open = Burn New folder

Iz » Computer » 051 » temp » Bemech » ockuptvp » S » SQLseips < 4| seoscisoos 5]

. icons Name Date modified Type

& inetpub [ CreateStoredProc.sql 8/2/2019819 AM  SQL File

& Itel | | Full_DB_Backup.sql 8/2/20198:19AM  SQL File

,‘y java

-

Full_DB_Backup.sq! Date modified: 8/2/2019 8:19 AM Date created: 8/2/2019 8:50 AM
‘ SQL File Size: 1KB

Figure 43 - Test Backup Procedure

| e Edt Vew Duey Debug Took Window Commumity Help
C o New Query | [y |y (5 b B R

@ 3 dbo.CardNumbers_to_StationlD

® & dbo.Changelog

® O dbe.Company

@ O dbo.Customer

[ dbo.Customer_Kinvey

@ (& dbo.Customer_ProductType Al
@ [ dbe.Customer_ProductType _te_StationlD
@ O dbo.Customer_TelerikCloud
® O dbe.Customer_to_StationlD
® [ dbo.DELETED_Manifest

® O dbo.DELETED Orders

@ O dbo.DELETED_Pickup

4| m
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Figure 44: Test Backup Procedure

7. It should run without error. Check your backup file at

“C:\temp\Elemech\ BackupApp\Portalogic_Backups\”

-0 x

Organize v Include in library v Share with v Bumn New folder = 1 O
i) Subversion *  Name < Date modified Type Siae ’
‘ B videos
A Chan @
/& Computer
& os(c)

. PortAlogecS_FULL 08022019 102041.BAK  8/2/201910:20 AM  BAK File 7.200 K8

Figure 45: Backup File
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Backup by Running Power script

1. Open Command Prompt and type “cd C:\temp\Elemech\BackupApp\Scripts\batch” and press Enter. Then

type “backup.bat” and press Enter.

[ - |
@8 Command Prompt E=SRC é

IC:\temp\Elemech\BackupfApp\Scripts\batch>backup.bat

IC:\temp\Elemech\BackupfApp\Scripts\batch>powershell.exe -ExecutionPolicy Bypass
ICommand ""C:\temp\Elemech\BackupApp\Scripts\PowerShell _Scripts\PS_Full_DB_Backup. I
ps1'

IConf iguring SQL Parameters: portuser 1234 M

C:\tenp\Elemech\BackupfApp\Scripts\batch>

Figure 46: Powerscript Backup

2. Check your new backup file at “C:\temp\Elemech\BackupApp\Portalogic_Backups\”

Schedule Auto Backup

Chapter 3 outlines how to schedule daily tasks in Windows. Please refer to those figures

outlined below if further reference is needed.

Click %= Start > Task Scheduler (see Figure 3-18).

Click “Create Basic Task...” = Name it “Elemech PortALogic Backup” = Next (see Figure 3-19).

Select “Daily” = Next (see Figure 3-20).

Set the time to around midnight > Next (see Figure 3-21).

Select “Start a program” = Next (see Figure 3.22).

Browse = C:\temp\Elemech\BackupApp\Scripts\batch\backup.bat = Next = Finish (see Figure 3-23).
Right-click on “Elemech PortALogic Backup” = Properties (see Figure 3-24)

Select “Run whether user is logged on or not” = OK (see Figure 3-25).

W 0 N o v B~ W DN

Enter your password = OK.
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Manual Backup

Setting Up a Manual Back Up

To setup a Portalogic Database backup manually, follow the steps below:

1. Click == Start > Search and open “SQL Server Management Studio”
2. Expand “(Local)\SQLEXPRESS”
3. Expand “Databases”
4. Right click on “Portalogic5”
5. Select “Tasks
6. Select “Back Up...”
7. Inthe “Back Up Database — Portalogic5” window there is a “Select a Page” panel to the left = Click on
“Media Options”
a) NOTE: Under “Overwrite media”, “Back up to the existing media set” should be checked.
b) Change the “Append to the existing backup set” to “Overwrite all existing backup sets” by clicking on
it 2 OK
- F;T\D:a:- WQ‘\J‘lewo SRRRAL 9017 -C (B | Jmsam-, - -
D

¥ Databases

New Query
Script Datsbaseas &

Tasks r Detach,

PolyBy Policies 3 Take Offline
Mana: Facets Bring Online
@ [ X6

Start Powershell Enable

Azure Data Studio » Enceypt Colurmns.

(g D Data Discovery and Classification

Rename Vulnerabilty Assessment ,
Delete Shiink s
Refresh ok U

Propet .

oft Azure SOL Database..

Import Fiat Fle.,
Import Dats...
Export Data

Figure 47: Drill Down of Portalogic 5 for Manual Backup
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W@ Back Up Database - Portalogics

— O *
=y 7 Sopt - @ hep
& Media Options
F Backup Options Overwrite media
(® Back up to the existing media set
() Append to the existing backup set
(®) Overwrite &l existing backup sets
[] Check media set name and backup sst expiration
Media set name:
(O) Back up to a new media set, and erase all existing backup sets
New media set name:
Mew media set description:
Reliability
[ Verify backup when finished
[] Perform checksum before wiiting to media
Connection [] Continue on emor
Server Transaction log
PC53\SQLEXPRESS Truncate the transaction log
Connection:
EOLE;d ECI.(IJ-In\Mlgnacio Back up the tail of the log, and leave the database in the restoring state
o View connection properties Tape drive
Unload the tape after backup
Rewind the tape before unloading
Progress
Ready
oK | Cancel

Figure 48: Backup Database - Portalogic 5 Window
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Chapter 9: Technical Support

For Portalogic technical support, contact:

EleMech Inc.
2275 White Oak Circle
Aurora, IL 60502

Phone: (630) 499-7080
Business Hours : Monday — Friday, 8 AM — 4 :30 PM Central Time

Email: Portalogic.Support@elemech.com

Please include your job number and version of Portalogic 6 in the email.

www.portaloqgic.info/support.html
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	2. Once Windows PowerShell opens, type “set-executionpolicy remotesigned” and press Enter.
	3. Select the “Yes” option by typing “Y” and pressing Enter.

	Create a Stored Procedure
	1. From the provided files, create a copy of the “BackupApp” directory located in the “PortALogic6\Setup Files\Database Autobackup files” folder and place it in your “C:\temp\Elemech” directory (create this directory if it does not exist).
	2. Start SQL Server Management Studio and select File ( Open. Navigate to and open “C:\temp\Elemech\BackupApp\Scripts\SQL_Scripts\CreateStoredProc.sql”
	3. Click Execute on the tool bar. If there is no error, a stored procure has been created.
	4. In SQL Server Management Studio, select File ( Open. Navigate to and open “C:\temp\Elemech\BackupApp\Scripts\SQL_Scripts\Full_DB_Backup.sql”
	5. Click Execute on the tool bar (Figure 7-3). If there is no error, a stored procure has been created.
	6. Test the new procedure by double-clicking the “Full_DB_Backup.sql” file located at “C:\temp\Elemech\BackupApp\Scripts\SQL_Scripts\Full_DB_Backup.sql”
	7. It should run without error. Check your backup file at “C:\temp\Elemech\ BackupApp\Portalogic_Backups\”
	Backup by Running Power script
	1. Open Command Prompt and type “cd C:\temp\Elemech\BackupApp\Scripts\batch” and press Enter. Then type “backup.bat” and press Enter.
	2. Check your new backup file at “C:\temp\Elemech\BackupApp\Portalogic_Backups\”


	Schedule Auto Backup
	1. Click  Start ( Task Scheduler (see Figure 3-18).
	2. Click “Create Basic Task...” ( Name it “Elemech PortALogic Backup” ( Next (see Figure 3-19).
	3. Select “Daily” ( Next (see Figure 3-20).
	4. Set the time to around midnight ( Next (see Figure 3-21).
	5. Select “Start a program” ( Next (see Figure 3.22).
	6. Browse ( C:\temp\Elemech\BackupApp\Scripts\batch\backup.bat ( Next ( Finish (see Figure 3-23).
	7. Right-click on “Elemech PortALogic Backup” ( Properties (see Figure 3-24)
	8. Select “Run whether user is logged on or not” ( OK (see Figure 3-25).
	9. Enter your password ( OK.

	Manual Backup
	Setting Up a Manual Back Up
	1. Click  Start ( Search and open “SQL Server Management Studio”
	2. Expand “(Local)\SQLEXPRESS”
	3. Expand “Databases”
	4. Right click on “Portalogic5”
	5. Select “Tasks
	6. Select “Back Up…”
	7. In the “Back Up Database – Portalogic5” window there is a “Select a Page” panel to the left ( Click on “Media Options”
	a) NOTE: Under “Overwrite media”, “Back up to the existing media set” should be checked.
	b) Change the “Append to the existing backup set” to “Overwrite all existing backup sets” by clicking on it ( OK
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